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FRAMEWORK
FOR TECHNICAL
COMPLIANCE OF

CAS & SMS
On 22nd April 2020, the Telecom Regulatory

Authority of India (TRAI) issued a consultation paper on
"Framework for Technical Compliance of Conditional Access
System (CAS) and Subscriber Management Systems (SMS)
for Broadcasting & Cable
services" seeking comments of
all stakeholders. Full text of the
consultation paper is available
on TRAI's website at
www.trai.gov.in.

Pursuant to TRAI's
recommendations dated 5th
August 2010 on Digital
Addressable Systems (DAS),
the Government amended the
Cable TV Regulation Act, 1995.
The amendment laid down the
roadmap for implementation of digitalization in cable
television sector in four phases starting from June 2012.
Digitalization in the cable sector was implemented in four
phases and it has been completed all over the country by
31st March 2017. Digital Addressable Systems (DAS) brings
in transparency among the service providers and meets the
ultimate objective of allowing a consumer specific choice
of television channels. CAS & SMS form the core systems
to deliver the broadcasting services to consumers as per
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BaartIya dUrsaMcaar inayaamak p`aiQakrNa ³T/a[-́  nao saBaI ihtQaarkaoM

sao iTPpiNayaaM panao ko ilae p`saarNa va kobala saovaaAaoM ko ilae kMiDSanala
e@saosa isasTma ³saIeesa´ AaOr sabsaËa[bar maOnaojamaoMT isasTma ³esaemaesa´
ko tknaIkI Anaupalana ko ilae ‘Íomavak-’ pr pramaSa- p~ 22 ApÒla

2020 kao jaarI ikyaa. pramaSa- p~
kI pUrI jaanakarI T/a[- ko vaobasaa[T
www.trai.gov.in pr ]plabQa hO.
T/a[- kI isafairSaaoM ko Anausaar 5 Agast

2010 kao iDijaTla eD/osaobala isasTma
³DIeesa´ pr sarkar nao kobala TIvaI
ivainayamana 1995 maoM saMSaaoQana ikyaa.jaUna
2012 sao Sau$ haonao vaalao caar carNaaoM maoM
kobala TolaIivajana xao~ maoM iDijaTa[jaoSana
ko kayaa-nvayana ko ilae raoDmaOp maoM saMSaaoQana

ikyaa gayaa qaa.kobala xao~ maoM iDijaTa[jaoSana kao caar carNaaoM maoM laagaU ikyaa
gayaa qaa AaOr [sao 31 maaca- 2017 tk pUro doSa maoM pUra kr ilayaa gayaa.
iDijaTla eD/osaobala isasTma ³DIeesa´ saovaa p̀dataAaoM ko baIca pardiSa-ta
laata hO AaOr TolaIivajana caOnalaaoM ko ]pBaao@ta ivaiSaYT ivaklp kI Anaumait
donao ko AMitma ]_oSya kao pUra krta hO.saIeesa va esaemaesa¸ saamagàI saurxaa
sauinaiScat krnao ko ilae einËPSana kao saxama krko̧  Apnao vyai@tgat
ivaklpaoM ko Anausaar ]pBaao@taAaoM kao p̀saarNa saovaayaoM donao ko ilae kaor isasTma
banaato hOM.
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their individual choices, by enabling encryption to ensure
content security.

The extant regulatory framework for Broadcasting
and Cable Services envisions that CAS & SMS comply with
the features as enumerated in Schedule III of 'The
Telecommunication (Broadcasting and Cable) Services
Interconnection (Addressable Systems) Regulations, 2017'.
Schedule-III, inter-alia, specifies the benchmark features /
technical criteria for the CAS & SMS systems. However,
these requirements are quite generic in nature. These
requirements allow different type of CAS and SMS systems
to exist in the eco-system. While some of the CAS deployed
are using advance embedded security, others are based on
non-standard solutions making it vulnerable to hacking,
thereby putting content security at risk. Moreover, most of
the CAS companies do not have their own SMS, Middleware
(MW) and User Interface (UI). This increases the
dependency of the Distribution Platform Owners (DPOs)
on the Third party (TP) software solutions. Many of the
DPOs lack in-house technical expertise. Therefore, they face
problems due to sub-standard solutions.

The Authority receives complaints from various
broadcasters on regular basis regarding the piracy and
distribution of pirated signals. As per analysis much of such
piracy occurs due to deployment of CAS / SMS that do not
fully comply with security protocols as per extant standards.
Stakeholders raised this issue as one of the major concerns
during the annual Chief Executive Officers' interaction with
the Authority held on January 14, 2020.

The Authority has examined the issues arising out
of deployment of various CAS and SMS across the
country. All these concerns reflect a need for compliance
with minimum technical specifications before a CAS /
SMS systems is installed in the network. With this
background, TRAI brings out this consultation paper on
suo-motu basis. The paper endeavors to deliberate upon
the issues arising out of deployment of sub-standard
CAS and SMS systems, underlying ill-effects and
possible remedial measures.

Stakeholders are requested to provide written
comments on the consultation paper by 20th May, 2020.
Counter-comments may be submitted up to 3rd June, 2020.
Comments will be posted on TRAI's website.

The comments/counter-comments may be sent,
preferably in electronic form, to Shri Anil Kumar Bhardwaj,
Advisor (B&CS) TRAI, on the e-mai1: advbcs-2@trai.gov.in
or jadvisor-bcs@trai.gov.in. For any clarification/
information, at Tel. No.: +91-11-23237922, Fax: +91-11-
23220442 or at email-id above. 

ba`a^DkaisTMga AaOr kobala saiva-saoja ko ilae p`cailat ivainayaamak
Z,aMcaa hO jaao ik saIeesa va esaemaesa¸ ‘TolaIkmyauinakoSansa ³p`saarNa va
kobala´ saiva-sa [MTrknao@Sana ³eD/osaobala isasTma´ rogyaUlaoSana¸ 2017’ kI
AnausaUcaI III maoM vaiNa-t sauivaQaaAaoM ka Anaupalana krta hO.AnausaUcaI III,
prspr¸ saIeesa va esaemaesa isasTma ko ilae baoMcamaak- sauivaQaaAaoMÀtknaIkI
maanadMDaoM kao inaid-YT krta hO.halaaMik¸ [na AavaSyaktaAaoM kI p`kRit
kafI saamaanya hOM.yao AavaSyaktayaoM ivaiBanna p`kar ko saIeesa va esaemaesa
isasTma kao [kao–isasTma maoM maaOjaUd haonao kI Anaumait dotI hOM.halaaMik
lagaayao gayao saIeesa maoM sao kuC eDvaaMsa embaoDoD saurxaa ka [stomaala kr
rho hOM¸ Anya gaOr–maanak samaaQaana pr AaQaairt hOM¸ jaao [sao hOikMga ko
ilae Asaurixat banaato hOM¸ ijasasao saamaga`I saurxaa Ktro maoM pD,tI hO.[sako
Alaavaa¸ AiQakaMSa saIeesa kMpinayaaoM ko pasa Apnaa esaemaesa¸ maIiDlavaoyar
³emaDblaU´ va yaUjar [MTrfosa ³yaUAa[-´ haota hO.[sasao qaD- paTI- ³TIpI´
saa^FTvaoyar samaaQaana pr ivatrNa PlaoTfama- Aaonar ³DIpIAao´ kI inaBa-rta
baZ,tI hO.k[- DIpIAao maoM [na–ha]sa tknaIkI ivaSaoYa&ta ka ABaava
hO.[sailae¸ vao GaiTyaa samaaQaanaaoM ko karNa samasyaaAaoM ka saamanaa krto
hOM.

payaroToD isaganalaaoM ko ivatrNa va payarosaI ko saMbaMQa maoM p`aiQakrNa
kao inayaimat $p sao ivaiBanna p`saarkaoM sao iSakayatoM imalatI hO.ivaSlaoYaNa ko
Anausaar [sa trh kI payarosaI ka bahut hd tk karNa eosao saIeesaÀ
esaemaesa kao lagaanaa hO jaao ik saurxaa maanakaoM ka pUrI trh Anaupalana
nahIM krto hOM.14 janavarI 2020 kao p`aiQakrNa Wara Aayaaoijat ek
vaaiYa-k mau#ya kaya-karI AiQakairyaaoM kI baatcaIt ko daOrana ihtQaarkaoM nao
[sa mau_o kao p`mauK icaMtaAaoM maoM sao ek ko $p maoM ]zayaa.

p`aiQakrNa nao doSa Bar maoM ivaiBanna saIeesa va esaemaesa kI
tOnaatI sao ]%pnna mau_aoM kI jaaMca kI hO.yao saBaI icaMtayaoM naoTvak- maoM
saIeesaÀesaemaesa isasTma sqaaipt haonao sao phlao nyaUnatma tknaIkI
ivaiSaYTtaAaoM ko Anaupalana kI AavaSyaktaAaoM kao dSa-tI hOM.[sa pRYzBaUima
ko saaqa¸ T/a[- nao [sa pramaSa- p~ kao svapòrNaa AaQaar pr inakalaa hO.yah
p~ GaiTyaa saIeesa va esaemaesa isasTma kI tOnaatI sao ]%pnna mau_aoM̧
AMtina-iht bauro p`Baava va saMBava ]pcaara%mak ]paya pr ivacaar–ivamaSa- ka
p`yaasa krta hO.

ihtQaarkaoM sao 20 ma[- 2020 tk pramaSa- p~ pr ilaiKt
iTPpiNayaaM p`dana krnao ka AnauraoQa ikyaa gayaa hO.javaabaI–iTPpiNayaaM 3
jaUna 2020 tk p`stut ikyaa jaayaogaa.iTPpiNayaaMo kao T/a[- ko vaobasaa[T
pr paosT ikyaa jaayaogaa.

iTPpiNayaaoMÀjavaabaI iTPpiNayaaoM kao ivaSaoYa $p sao [lao@T/a^inak
$p maoM EaI Ainala kumaar BaarWaja¸ salaahkar ³baIeMDsaIesa´ T/a[- kao
advbcs-2@trai.gov.in yaa jadvisor-bcs@trai.gov.in pr Baojaa
jaa sakta hO. iksaI BaI spYTIkrNaÀjaanakarI ko ilae¸ TolaIºnaM:
+91-11-23237922, fO@sa: +91-11-23220442 yaa }pr [-–maola
Aa[-DI pr saicava¸ T/a[- sao saMpk- ikyaa jaa sakta hO. 
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