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SOFTWARE
BASED VS SMART
CARD BASED CAS

In the early days of the Satellite TV era the
question of Content rights and Content
protection appeared. With the growing
awareness of free to air satellite based
channels like Sky, broadcasted from
London with footprint over Europe the
question of Content rights and protection
became crucial. The first IRD and STB
devices appeared with some sort of
protection built into the IRD/STB. Not
long after, the broadcasters started to
complain about piracy and the race
against content piracy started.

The first battle was between
onboard HW security modules versus
detachable HW security modules. As the
pirates continued to succeed to break into
the early days protection systems, it
became expensive to change all the IRD’s
and STB’s whenever the security was compromised. Soon
the onboard security chip was outclassed by the
relatively inexpensive detachable chip.

Research was soon shifted towards developing a
small tamperproof security device called a Smart Card
and had the size and shape of a credit card and a standard
Smart Card communication protocol (ISO 7816) was
developed and became the leading standard.

In today’s modern high security systems we
continue to use Smart Cards. Why?

The answer is both complex and simple. First of
all; changing the STB’s and IRD’s if the security is
compromised is expensive. The security technology of
STB’s is known to be 10 years behind state of the art Smart
Card technology. Then, why not simply put a state of
the art Smart Card onboard the STB? The answer can be
yes, but for how long time will that particular Smart Card
chip remain secure before you need to replace it? How
do you replace it?

Many SW CAS vendors today rely on what is
known as security by obscurity. Hiding the Key in SW
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p`saarNa prIxao~ maoM isa@yaUirTI maa^D\yaUlsa pr AaQaairt saIeesa

banaama DITOcabala smaaT- kaD- pr AaQaairt esaDblaU
ka ivastar saOTolaa[T TIvaI yauga ko p`arMiBak idnaaoM maoM
ivaYayavastu AiQakar AaOr ivaYayavastu saMrxaNa ka p`Sna
]pisqat huAa.f`I TU eyar saOTolaa[T AaQaairt caOnalaaoM
kI baZ,tI jaaga$kta ko saaqa laMdna sao p`saarNa AaOr
yaUraop maoM fuTipM̀T rKnao vaalao ska[- ko saaqa ivaYayavastu
AiQakar AaOr saMrxaNa mah%vapUNa- p`Sna bana gayaI.

p`arMiBak Aa[-AarDI va esaTIbaI ]krNaaoM maoM eosaa
lagata hO ik kuC hd tk saMrxaNa ko ]paya ikyao gayao
qao.kuC samaya ko baad p`saarkaoM nao pa[rosaI ko ivaYaya
maoM iSakayat krnaI Sau$ kI AaOr ivaYayavastu pa[rosaI
ko iKlaaf AiBayaana kI Sau$Aat hu[-.

phlaa saMGaYa- Aa^nabaaoD- ecaDblaU isa@yaUirTI maa^DyaUlsa
banaama DITocabalaecaDblaU isa@yaUirTI maa^D\yaUlsa ko baIca
qaI.jaOsao jaOsao pa[rosaI p̀arMiBak idnaaoM ko saMrxaNa p̀NaalaI

kao taoD,nao maoM saflata p`aPt krta gayaa¸ ]sa hala maoM jabakI saurxaa ko
saaqa samaJaaOta krnao kI naaObat AayaI tao saBaI Aa[-AarDI va esaTIbaI
kao badlanaa baohd mahMgaa saaibat huAa.SaIGa` hI Aa^nabaaoD- isa@yaUirTI icap
kao ApoxaakRt sasto DITOcabala icap nao baihYkRt kr idyaa qaa.

SaaoQakta-AaoM nao SaIGà hI smaaT- kaD- khlaanao vaalao CaoTo CoD,CaD,
ivaihna saurxaa ]pkrNa ko ivakasa kI Aaor Qyaana idyaa AaOr kòiDT kâD-
ko Aakar va p̀kar AaOr sTOMDD- smaaT- kaD- kmyauinakoSansa p̀aoTaokâla
(ISO 7816) ka ivakasa ikyaa gayaa hO AaOr yah p̀mauK maanak bana gayaa.

Aaja ko AaQauinak isa@yaUirTI isasTma ko yauga maoM hma ABaI BaI
smaaT- kaD- ka [stomaala kr rho hOM. @yaaoMÆ

[saka ]%tr jaiTla va sarla daonaaoM hO.sabasao phlao saurxaa ko saaqa
samaJaaOta krnao kI halat maoM saBaI esaTIbaI va Aa[-AarDI kao badlanaa
kafI mahMgaa haota qaa.esaTIbaI sao jauD,I saurxaa tknaIkI smaaT- kaD-
tknaIkI ko maukabalao dsa saala puranaa hO.tba @yaaoM nahIM sarlata ko saaqa
smaaT- kaD- kao hI esaTIbaI ko saaqa lagaayaa jaaeÆ [saka ]%tr haM maoM BaI
hao sakta hO̧  laoikna [sa ivaSaoYa smaaT- kaD- kao iktnao samaya tk
saurixat rhnao ko baad hmaoM badlanao kI jaÉrt haogaIÆ Aap [sao hTa kr
kOsao dUsaro kao lagaayaoMgaoÆ
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or HW of various levels of security will only delay the
inevitable. Hackers today is typically an employee
working in a high tech laboratory fitted out with logic
analyzers, Scanning Tunneling Microscopes, access to
advanced Differential Power Analysis HW and so on.
These people do not necessary have a commercial drive,
but works for fame and reputation. They very often share
knowledge with each other via the Internet in large secret
communities where there are no borders.

“If you can make it you can break it” is a well
known term among security specialists. What matters is
your track record and how much time and money are
required to restore security should a breach occur.
Changing a relatively inexpensive Smart Card is far less
costly than changing the whole STB. Not to mention the
difference in size of the logistic operation. STB’s comes
in containers and Smart Cards come in boxes.

Once a Key is located by hackers in any CAS
system, the most common response by the CAS vendor
is to replace that particular Key using a higher level
Key. However, once the security device is hacked
whether being a Smart Card or not, the higher level
Keys will also be found by the hackers until it is no
longer possible to restore any kind of security. This
happens often within 3-6 months for most low level
security systems following the initial security hack.
The only way out is to replace the security device being
an STB or a Smart Card.

The most expensive commodities for any
broadcast operator are content and to roll out STB’s often
by heavily subsidizing them. The business model is
pulled between cost of STB and content and how to
recover these costs. It is tempting for an operator to buy
cheap low security grade STB’s and often a cheap SW
based Conditional Access System. However, in the end
many operators in other parts of the world have been
forced by content owners to replace both the CAS and
the STB to re establish security, often resulting in near
bankruptcy or at the best a hefty financial setback for
the operator.

Today in India, where the ARPU level is
significantly lower than in other parts of the world it is
extremely difficult to recover from a security breach
requiring full STB replacement. Buying cheap is often
an expensive exercise. Remember that hackers very often
work for fame and reputation not for money. For hackers
the ARPU level means nothing only fame and reputation
and free access to content. 

k[- esaDblaU saIeesa p̀dayak AspYTta Wara saurxaa pr Baraosaa
krto hOM.saurxaa ko ivaiBanna straoM ko esaDblaU yaa ecaDblaU maoM kI (Key)
kao Cupanaa isaf- Ainavaaya- $p sao dorI krogaI.Aaja hOkr ivaiSaYT taOr pr
ha[- Tok laObaraoTrI ko kma-caarI haoto hOM ijanako pasa laâijak enaalaa[jar¸
skOinaMga T\yaUinailaMga maa[k̀aoskaop¸ e@saosa TU eDvaaMsa iDifroMisayala pâvar
enaâilaisasa ecaDblaU AaOr k[- Anya ]pkrNa haoto hOM.[na laaogaaoM ko pasa
jaÉrI nahIM kI kmaiSa-yala D/a[va hao̧  vao p̀isaiw va #yaait ko ilae kama
krto hOM.vao p̀ayaÁ ivaSaala gauPt samaudaya maoM [MTrnaoT kI sahayata sao ekdUsaro
ko saaqa jaanakarI ka Aadana p̀dana krto hOM jahaM ik kao[- saImaa nahIM haotI
hO. ‘yaid Aap banaa sakto hOM tao bàok BaI kr sakto hOM’¸ yah saurxaa
ivaSaoYa&aoM ko baIca jaanaI maanaI ]i@t hO.sabasao mah%vapUNa- hO ik Aapka T/Ok
irkâD- @yaa hO AaOr Aap inayamaBaMga krnao vaalaI saurxaa kao sqaaipt krnao maoM
iktnaa samaya AaOr pOsaa laoto hOM. pUro esaTIbaI kao badlanao ko maukabalao
ApoxaakRt sasto smaaT- kaD- kao badlanao ka Kca- khIM kma Aayaogaa.yahaM
laâijasTIk saMcaalana ko Aakar maoM iBannata ka ]llaoK na hao.esaTIbaI jahaM
kMTonar maoM Aata hO̧  vahIM smaaT- kaD- baâ@sa maoM.

iksaI saIeesa isasTma maoM hOkr Wara kI (Key) kI phcaana ko baad
saIeesa p̀dayakaoM Wara ]sa ]ccastrIya kI (Key) ka [stomaala krko
]sa Kasa kI (Key) kao hTa kr dUsara lagaanaa.halaaMik ekbaar jaOsao hI
saurxaa ]pkrNa kao hOk kr ilayaa jaata hO tao vah smaaT- kaD- hao yaa na hao̧
]ccastrIya kI (Key) BaI hOkr Wara p̀aPt kr ilayaa jaata hO̧  tba tk
iksaI trh kI saurxaa kI vaapsaI saMBava nahIM hO.p̀arMiBak isa@yaUirTI hOk ko
baad AiQaktr inamnastrIya isa@yaUirTI¸ isasTma ko ilae 3 sao 6 mahInao ko
BaItr p̀aya: GaTtI hO.[saka ek maa~ ]paya isa@yaUirTI ]pkrNa ko
sqaana pr esaTIbaI yaa smaaT- kaD- kao lagaanaa. iksaI BaI p̀saark AâproTr
ko ilae sabasao maUlyavaana saMpi%t ivaYayavastu haotI hO AaOr esaTIbaI lagaanao ko
ilae p̀ayaÁ ]nhoM BaarI Anaudana donaa pD,ta hO.ibajanaosa maâDla kao esaTIbaI
va ivaYayasaUcaI ko Kca- ko baIca va [na Kca- kao kOsao vaapsa p̀aPt ikyaa jaae
]sa pr KIMcatanaI haootI hO.ek AâproTr kao yah p̀laaoiBat krta hO ik
vao sasto inamna saurxaa vaalao isa@yaUirTI gàoD vaalao esaTIbaI AaOr p̀aya: sasto
esaDblaU AaQaairt kMiDSanala e@saosa isasTma KrIdoM.halaaMik AMt maoM
ivaSva ko k[- ihssaaoM maoM AâproTraoM kao kaya-k̀ma p̀dayakaoM kI Aaor sao baaQya
haokr saurxaa kI puna-sqaapnaa ko ilae saIeesa AaOr esaTIbaI daonaaoM kao
badlanaa pD,aa¸ ijasaka pirNaama p̀ayaÁ lagaBaga Aaiqa-k babaa-dI yaa AâproTraoM
ko ilae BaarI Aaiqa-k xait ko $p maoM doKnao kao imalaa hO. Aaja Baart maoM̧
jahaM eAarpIyaU str ivaSva ko Anya ihssaaoM ko maukabalao kafI naIcao hO̧
saurxaa ]llaMGana sao inabaTnao ko ilae AavaSyak pUNa-tyaa esaTIbaI kI puna-
sqaapnaa krnaa baohd kizna hO.sasta KrIdnaa p`ayaÁ mahMgaa saaibat haota
hO.yaad rKoM ik hOkr p`ayaÁ p`isaiw va #yaait ko ilae kama krto hOM̧
na ik pOsao ko ilae.hOkr ko ilae eAarpIyaU str ka matlaba isaf-
#yaait va p`isaiw AaOr kaya-k`maaoM ko mauFt e@saosa sao AiQak nahIM hO. 
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