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SOFTWARE
BASED VS SMART
CARD BASED CAS

In the early days of the Satellite TV era the
question of Content rights and Content
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protection appeared. With the growing
awareness of free to air satellite based
channels like Sky, broadcasted from
London with footprint over Europe the
guestion of Content rights and protection
became crucial. The first IRD and STB
devices appeared with some sort of
protection built into the IRD/STB. Not
long after, the broadcasters started to
complain about piracy and the race
against content piracy started.

The first battle was between
onboard HW security modules versus
detachable HW security modules. As the
pirates continued to succeed to break into
the early days protection systems, it
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became expensive to change all the IRD’s

and STB’s whenever the security was compromised. Soon
the onboard security chip was outclassed by the
relatively inexpensive detachable chip.

Research was soon shifted towards developing a
small tamperproof security device called a Smart Card
and had the size and shape of a credit card and a standard
Smart Card communication protocol (ISO 7816) was
developed and became the leading standard.

In today’s modern high security systems we
continue to use Smart Cards. Why?

The answer is both complex and simple. First of
all; changing the STB’s and IRD’s if the security is
compromised is expensive. The security technology of
STB’sis known to be 10 years behind state of the art Smart
Card technology. Then, why not simply put a state of
the art Smart Card onboard the STB? The answer can be
yes, but for how long time will that particular Smart Card
chip remain secure before you need to replace it? How
do you replace it?

Many SW CAS vendors today rely on what is
known as security by obscurity. Hiding the Key in SW
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or HW of various levels of security will only delay the
inevitable. Hackers today is typically an employee
working in a high tech laboratory fitted out with logic
analyzers, Scanning Tunneling Microscopes, access to
advanced Differential Power Analysis HW and so on.
These people do not necessary have a commercial drive,
but works for fame and reputation. They very often share
knowledge with each other via the Internet in large secret
communities where there are no borders.

“If you can make it you can break it” is a well
known term among security specialists. What matters is
your track record and how much time and money are
required to restore security should a breach occur.
Changing a relatively inexpensive Smart Card is far less
costly than changing the whole STB. Not to mention the
difference in size of the logistic operation. STB’s comes
in containers and Smart Cards come in boxes.

Once a Key is located by hackers in any CAS
system, the most common response by the CAS vendor
is to replace that particular Key using a higher level
Key. However, once the security device is hacked
whether being a Smart Card or not, the higher level
Keys will also be found by the hackers until it is no
longer possible to restore any kind of security. This
happens often within 3-6 months for most low level
security systems following the initial security hack.
The only way out is to replace the security device being
an STB or a Smart Card.

The most expensive commodities for any
broadcast operator are content and to roll out STB’s often
by heavily subsidizing them. The business model is
pulled between cost of STB and content and how to
recover these costs. It is tempting for an operator to buy
cheap low security grade STB’s and often a cheap SW
based Conditional Access System. However, in the end
many operators in other parts of the world have been
forced by content owners to replace both the CAS and
the STB to re establish security, often resulting in near
bankruptcy or at the best a hefty financial setback for
the operator.

Today in India, where the ARPU level is
significantly lower than in other parts of the world it is
extremely difficult to recover from a security breach
requiring full STB replacement. Buying cheap is often
an expensive exercise. Remember that hackers very often
work for fame and reputation not for money. For hackers
the ARPU level means nothing only fame and reputation
and free access to content. l
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