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REDEFINING
THE DIGITAL
TRANSITION

REALITY
The Analog-to-Digital Transition

is Only the Beginning

- By Steve Christian, VP of
Marketing, Verimatrix

As outlined in our previous article,
Next Generation Multi-network Digital
TV Security, the ongoing digitalization
of cable TV networks in India presents
operators and technology vendors with
challenges and opportunities previously
unheard of in the history of television in
India.

This article will discuss what Indian cable
operators need to consider beyond adopting the
Digital Video Broadcasting (DVB) standard, or
when choosing a managed cable IPTV approach,
as part of the analog-to-digital transition. In an
increasingly competitive landscape, where cable
TV must fend off competition from established
satellite direct-to-home (DTH) enterprises as well
as emerging over-the-top (OTT) operators, it is
necessary to reach beyond the managed network.
Progressive digital TV operators in other parts of
the world have chosen to adopt alternative video
del ivery  technologies  for  OTT del ivery  to
complement the managed network services. Of
particular interest is so-called adaptive bitrate
streaming as an effective and complementary
delivery method to the managed network services,
especially when combined for hybrid DVB+OTT
or IPTV+OTT delivery.

Multi-network operators inevitably face the
issues of securing both content and revenues
when offering services beyond the core network.
The article looks at security issues that should be
addressed when using popular  adapt ive
streaming protocols such as HTTP Live Streaming
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iDijaTla vaastivakta
kao punap-irBaaiYat

krnaa
enaalaa^ga sao iDijaTla saMËmaNa
basa Sau$ haonao hI vaalaa hO.

laoKk: sTIva iËiScana¸
maako-iTMga vaIpI¸ vaoirmaoT/I@sa

jaOsaaik ipClao laoK ‘AgalaI pIZ,I ko bahu–naoTvak-
iDijaTla TIvaI saurxaa’ maoM ]llaoK ikyaa gayaa qaa ik Baart maoM
kobala TIvaI naoTvakao-M ko jaarI iDijaTa[jaoSana¸ Aa^proTraoM va
tknaIkI ivaËotaAaoM ko samaxa caunaaOtI poSa krnao ko saaqa–
saaqa Baart maoM TolaIivajana [ithasa maoM phlao kBaI nahIM saunaa
gayaa Avasar p`dana krta hO.

yah laoK [sa baat pr ivacaar–ivamaSa- krogaa ik enaalaa^ga sao
iDijaTla saMËmaNa ko ihssao ko $p maoM iDijaTla vaIiDyaao ba`a^DkaisTMga
³DIvaIbaI´ maanak kao Apnaanao yaa jaba ek kamayaaba kobala Aa[-pITIvaI
dRiYTkaoNa caunanao sao pro ikna baataoM pr ivacaar krnao kI ja$rt hO.lagaatar
tojaI sao baZ,tI p`itspQaa- ko maahaOla maoM jahaM ik kobala TIvaI kao sqaaipt
saOTolaa[T Da^yaro@T–TU–haoma ³DITIeca´ ]VimayaaoM ko saaqa–saaqa ]Barto
Aaovar–d–Ta^p ³AaoTITI´ Aa^proTraoM sao bacaava krnao kI ja$rt hO̧  eosaI
halat maoM yah ja$rI hO ik yah p`baMiQat naoTvak- sao pro phuMcao.ivaSva ko
Anya BaagaaoM maoM p`gaitSaIla iDijaTla TIvaI Aa^proTraoM nao p`baMiQat naoTvak-
saovaa ko pUrk ko $p maoM AaoTITI iDilavarI ko ilae vaOkilpk vaIiDyaao
iDilavarI tknaIkI kao AMgaIkar krnaa psaMd ikyaa hO.ivaSaoYa $ica vaalao
tqaakiqat eDOpiTva ibaTroT sT/IimaMga p`baMiQat naoTvak- saovaaAaoM ka ek
p`BaavaI va pUrk iDilavarI ka trIka hO̧  Kasakr jaba DIvaIbaI + AaoTITI
yaa Aa[-pITIvaI + AaoTITI iDilavarI kao saMyau@t ikyaa jaata hO.

malTI naoTvak- Aa^proTr jaba kaor naoTvak- sao pro saovaaAaoM kI
poSakSa krto hOM tao ]nhoM Ainavaaya- $p sao saamaga`I va rajasva daonaaoM kao
haisala krnao ko maamalao ka saamanaa krnaa pD,ta hO.yah laoK saurxaa maamalaaoM
kao doKogaa ijasao ecaTITIpI laa[va sT/IimaMga ³ecaelaesa´ jaOsao laaokip`ya
AnaukUlaI sT/IimaMga p`aoTaoka^la ka [stomaala krto samaya saMbaaoiQat krnao kI
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(HLS). Moreover, examples will be provided to
illustrate how the baseline HLS protocol security
can be enhanced for commercial grade pay-TV
services. As will become evident, there are proven
solutions already available to manage multi-
network video operations effectively, especially
when combining DVB or IPTV with HLS for hybrid
service delivery.

In this respect, Indian cable TV operators
planning not only for the digital transition, but
also looking beyond to the multi-network world,
will benefit by taking a cue from operators that
have already made such moves. There are proven
multi-network vendor ecosystems that Indian
cable TV operators should consider when making
the analog-to-digital transition in order to prepare
video service and security architectures for
delivery beyond the core managed network.

ADDING IP-BASED DELIVERY
While early incarnations of multi-network

architectures were concerned with combining
managed IP networks (telco TV grade) with DVB
cable and satellite delivery, there is now a shift
towards combinations of services over managed
DVB and IPTV networks with unmanaged OTT
ditto.

This evolution has been fueled by the
introduction of adaptive rate streaming (ARS)
protocols, which power consumer quality OTT
video services. The ARS delivery method makes
use of what the Web does best – efficient and
massively scalable delivery of data, in this case
video – using the HTTP protocol. ARS is also
particularly well-suited to mobile content delivery,
as it  replaces the concept of f ixed network
managed quality of service (QoS) in favor of a
client optimized consumer experience.

The focus on quality of experience (QoE) is
particularly important given that an enjoyable
television experience has traditionally been best
supported in a controlled, managed network.
Achieving an effective QoS over the multi-hop
Internet has always seemed daunting.

ARS technology has emerged as an ideal
complement to managed network delivery of
video.  Consumers  with  high-bandwidth
connections and newer hardware can experience
HD quality video streaming, while others with

ja$rt hO.[sako Alaavaa vaaiNaijyak gaòD vaalao po–TIvaI saovaaAaoM ko ilae
iksa trIko sao ivastRt ikyao jaa saknao vaalao baosalaa[na ecaelaesa p̀aoTaokâla
isa@yauirTI kao batanao vaalao ]dahrNa BaI p`stut ikyaa jaayaogaa.jaOsaaik
spYT hao jaayaogaa ik malTI naoTvak- vaIiDyaao saMcaalanaaoM kao p`BaavaSaalaI Z,Mga
sao p`baMiQat krnao vaalao saaibat samaaQaana phlao hI ]plabQa hOM Kasakr jaba
hma ha[iba`D saovaa iDilavarI ko ilae ecaelaesa ko saaqa DIvaIbaI yaa
Aa[-pITIvaI kao saMyau@t krto hOM.

[sa saMbaMQa maoM BaartIya kobala TIvaI Aa^proTraoM nao na isaf- iDijaTla
saMËmaNa ko ilae yaaojanaa banaayaI hO bailk malTI naoTvak- duinayaa sao pro BaI
doK rho hOM ijanhoM ik Aa^proTraoM sao p`orNaa laokr fayada haogaa ijanhaoMnao ik
phlao hI yah kdma ]za ilayao hOM.[sako Alaavaa phlao sao hI safla malTI
naoTvak- ivaËotaAaoM kI pairisqaitkI p`NaailayaaM hOM ijasao ik kaor p`baMiQat
naoTvak- sao pro iDilavarI ko ilae saurxaa saMrcanaa va vaIiDyaao saovaa kI tOyaarI
ko Ëma maoM enaalaa^ga sao iDijaTla saMËmaNa krto samaya BaartIya kobala TIvaI
Aa^proTraoM kao Qyaana maoM rKnaa haogaa.
Aa[-pI–AaQaairt iDilavarI kao Saaimala krnaaAa[-pI–AaQaairt iDilavarI kao Saaimala krnaaAa[-pI–AaQaairt iDilavarI kao Saaimala krnaaAa[-pI–AaQaairt iDilavarI kao Saaimala krnaaAa[-pI–AaQaairt iDilavarI kao Saaimala krnaa

halaaMik pUva- maoM malTI naoTvak- saMrcanaa ko p`arMiBak $p ka saMbaMQa
DIvaIbaI kobala va saOTolaa[T iDilavarI ko saaqa saMyau@t p`baMiQat Aa[-pI
naoTvak- ³Tolkao TIvaI gaòD´ sao qaa¸ laoikna Aba zIk [saI trh sao
Ap`baMiQat AaoTITI ko saaqa A%yaiQak p`baMiQat DIvaIbaI va Aa[-pITIvaI
naoTvak- ko saovaaAaoM ko saMyaaojana kI Aaor sqaanaaMtirt hao gayaa hO.

[sa ivakasa kao eDOpiTva roT sT/IimaMga ³eAaresa´ p`aoTaoka^lsa
kI p`stuitkrNa sao baZ,avaa imalaa hO̧  jaao ik ]pBaao@ta @vaailaTI vaalao
AaoTITI vaIiDyaao saovaaAaoM kao Sai@t dota hO.eAaresa ivatrNa pwit
ecaTITIpI p̀aoTaokâla ka [stomaala krko̧  vaoba jaao sabasao AcCa kr sakta
hO–yaaina DoTa ko kuSala AaOr vyaapk maapnaIya ivatrNa krta hO̧  [sa maamalao
maoM vaIiDyaao.[saI trh eAaresa maaobaa[la saamagàI ivaSaoYa $p sao AcCI trh
AnaukUla hO̧  @yaaoMik yah ga`ahk AnaukUilat ]pBaao@ta AnauBava ko pxa maoM
saovaa kI @vaailaTI ³@yaUAaoesa´ Wara p̀baMiQat inayat naoTvak- kI saMklpnaa
ka sqaana laota hO.

AnauBava kI gauNava<aa ³@yaUAao[-́  pr Qyaana koMd`Na ]sa hala maoM
ivaSaoYa $p sao mah%vapUNa- hO @yaaoMik sabasao sauKd TolaIivajana AnauBava sabasao
AcCa samaqa-na parMpirk $p sao inayaMi~t¸ p`baMiQat naoTvak- maoM imalata
hO.malTI ha^p [MTrnaoT ko }pr p`BaavaI @yaUAaoesa kao p`aPt krnaa maoM
[MTrnaoT hmaoSaa caunaaOtIpUNa- laga rha hO.

eAaresa tknaIkI vaIiDyaao kI p`baMiQat naoTvak- iDilavarI ko
ilae AadSa- pUrk hO.]cca baOMDivaD\qa knao@Sana AaOr nayao haD-vaoyar ko
saaqa ]pBaao@taAaoM kao ecaDI @vaailaTI vaIiDyaao sT/IimaMga ka AnauBava
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lower bandwidth receive a stream optimum to
local  condit ions .  Each user  en joys  an
uninterrupted experience with the highest quality
possible. It even permits extension of services
across different screen resolutions and formats
and seamless roaming between Wi-Fi and 3G/4G
networks.

Another ARS advantage is that content
delivery networks (CDNs) already have massive
deployments of acceleration servers supporting
HTTP protocols (the Web file delivery standard).
Therefore, as video traffic ramps up, there are
capital and operational efficiencies in using
HTTP and no need for separate server delivery
systems otherwise required for legacy video
streaming protocols like real time streaming
protocol (RTSP) and real time messaging protocol
(RTMP).

SPOTLIGHT ON HTTP LIVE STREAMING
The ARS protocol HTTP Live Streaming

(HLS), originally defined by Apple, is well-
positioned to address QoE challenges. Other
formats are Microsoft’s Smooth Streaming and
Adobe’s HTTP Dynamic Streaming. This article
focuses on HLS due to the fact that an increasing
number of operators are choosing to leverage HLS
for OTT video services. HLS is also open for third-
party content security extensions.

At a technical level, there are variations to how
ARS protocols deliver video, such as differences in
the manifest file, which is the global descriptor file
that shows which bit rates are available and how to
switch between those bit rates.

There are also differences in the way the
compressed video is encapsulated. The two major
variants in packet or “chunk” types that exist are
a) fragmented MPEG 4 file format, and b) MPEG 2
transport stream format. A major advantage with
HLS is its use of the MPEG-2 transport stream
format, which provides a natural fit for video
head-ends already supporting that standard. The
DVB standard is of course based on the MPEG-2
format too, making hybrid DVB+HLS an ideal
combination.

A challenge facing operators when adding
pay-TV OTT video is the application of content
and revenue security. It is imperative to be able to
provide equivalent levels of revenue protection

kr sakto hOM¸ jabaik inamna baOMDivaD\qa ko saaqa Anya sqaanaIya isqaityaaoM
ko ilae AiQaktma sT/Ima p`aPt kr sakto hOM.p`%yaok ]pyaaogakta-
]ccatma saMBava gauNava<aa ko saaqa inarMtr AnauBava ka AanaMd ]za sakto
hOM.yah vaa[-–fa[- va 3jaIÀ4jaI naoTvakao-M ko baIca inabaa-Qa raoimaMga va
fa^rmaoT va iBanna sËIna rojaaolyaUsana ko }pr saovaaAaoM ko ivastar kI BaI
Anaumait dota hO.

eAaresa ka ek Anya fayada hO ik [samaoM ecaTITIpI p̀aoTaokâla
³vaoba fa[la iDilavarI maanak´ kao samaqa-na krnao vaalao kMToMT iDilavarI
naoTvak- ³saIDIena´ maoM baZ,aotrI kI BaarI tOnaatI haotI hO.[sailae vaIiDyaao
Aavaagamana ko Z,laana ko $p maoM ecaTITIpI ko [stomaala maoM pUMjaI va
pircaalana xamata haotI hO AaOr iDilavarI isasTma ko ilae Alaga sava-r kI
ja$rt nahIM haotI jaOsaaik iryala Ta[ma sT/IimaMga p`aoTaoka^la ³AarTIesapI´
AaOr iryala Ta[ma maOsaoijaMga p̀aoTaokâla ³AarTIemapI´ jaOsaI ivarasat vaIiDyaao
sT/IimaMga ko ilae haotI hO.
ecaTITIpI laa[va sT/Iima Mga pr cacaa-ecaTITIpI laa[va sT/Iima Mga pr cacaa-ecaTITIpI laa[va sT/Iima Mga pr cacaa-ecaTITIpI laa[va sT/Iima Mga pr cacaa-ecaTITIpI laa[va sT/Iima Mga pr cacaa-

maUla $p sao ePpla Wara pirBaaiYat eAaresa p̀aoTaokâla ecaTITIpI
laa[va sT/IimaMga ³ecaelaesa´¸ @yaUAao[- caunaaOityaaoM sao inapTnao maoM AcCI
isqait maoM hO.Anya fa^mao-T hOM maa[Ëaosaa^FT ka smaUqa sT/IimaMga AaOr eDa^va ka
ecaTITIpI Dayanaaimak sT/IimaMga.yah laoK ecaelasaI pr Qyaana koMid`t kr
rha hO @yaaoMik Aa^proTraoM kI lagaatar baZ,tI saM#yaa AaoTITI vaIiDyaao
saovaaAaoM ko ilae ecaelasaI ka caunaava kr rhI hO.ecaelasaI¸ tIsaro pxa
kI saamaga`I saurxaa ivastar ko ilae BaI Kulaa hO.

tknaIkI str pr eAaresa p̀aoTaokâla iksa trh vaIiDyaao iDilavar
krogaa [sakao laokr iBannata hO̧  [sa trh ik iBannata maOinafosT fa[la maoM
haotI hO jaao ik ivaSvastr pr ivavarNakta- fa[la hO jaao batata hO ik kaOna
saa ibaT roT ]plabQa hO AaOr iksa trh [na ibaT roT\sa ko baIca isvaca kroM.

[saI trh kMpÒsD vaIiDyaao kao iksa trh samaJaayaa jaae [sakao
laokr BaI matBaod hO.maaOjaUda maoM pOkoT yaa caMk ko $p maoM dao trh ko p`kar
p`mauK hOM e´ KMiDt emapI[-jaI 4 fa[la fa^rmaoT AaOr baI´ emapI[-jaI 2
T/aMsapaoT- sT/Ima fa^rmaoT.ecaelaesa ko saaqa p`mauK fayada yah hO ik yah
emapI[-jaI–2 T/aMsapaoT- sT/Ima fa^rmaoT ka [stomaala krta hO jaao ik [sa
maanak kao phlao sao samaqa-na krnao vaalao vaIiDyaao hoDeMD ko ilae p`kRitk
$p sao ifT p`dana krta hO.inaiScat $p sao DIvaIbaI maanak emapI[-jaI–
2 fa^rmaoT pr AaQaairt haota hO̧  jaao ik ha[-iba`D DIvaIbaI–ecaelaesa kao
AadSa- saMyaaojana banaata qaa.

ek caunaaOtI ka saamanaa kr rho kobala AâproTr jaba po TIvaI Saaimala
krta hO tao AaoTITI vaIiDyaao̧  kMToMT ka Aavaodna AaOr rajasva saurxaa haotI
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and delivery control on a streaming network as
content owners demand in today’s DVB and IPTV
pay-TV systems.

HYBRID DVB+HLS DELIVERY
Leveraging HLS enables new hybrid video

service architectures and business models, and it
offers a fast and cost-effective route for adding
interactive services to previously broadcast-only
(“one-way”) pay-TV networks. Thus a new breed of
multi-network architectures is born, referred to as
Hybrid DVB+HLS.

For Indian cable operators this means
deploying DVB-C in combination with HLS.
Del iver ing HLS video requires  nei ther  an
agreement with broadband internet service
providers (ISPs), nor a significant infrastructure
investment. Operators can leverage the DVB
n e t w o r k
f o u n d a t i o n
and add the
HLS video
d e l i v e r y
t h r o u g h
c o n s u m e r s ’
b r o a d b a n d
l inks ,  with
services  on
b o t h
n e t w o r k s
“meeting and merging” in a hybrid DVB+HLS set
top box (STB), further supported by unified
program navigation. Please refer to the figure
“Hybrid DVB-OTT Principles”.

Of course, cable operators with two-way
cable plant can act as both video broadcasters and
ISPs, giving them both a technical and commercial
competitive advantage in consumer relationships.

HLS is particularly attractive for DVB
operators as widespread vendor support for both
standards simplifies the deployment process while
also facilitating the development of new business
models and increasing revenue security. A deft
combination of a managed DVB network foundation
complemented by HLS delivered services can hit a
number of important bases, including:
• High quality television presentation on the

household main screen or home theater
installation.

hO.[sailae [sao sT/IimaMga naoTvak- pr rajasva saurxaa va iDilavarI inayaM~Na ko
samakxa str p̀dana krnao maoM saxama haonaa AavaSyak hO̧  @yaaoMik eosaI maaMga
maaOjaUda DIvaIbaI va Aa[-pITIvaI po–TIvaI isasTma maoM saamagàI maailakaoM kI hO.
ha[-iba`D DIvaIbaI ha[-iba`D DIvaIbaI ha[-iba`D DIvaIbaI ha[-iba`D DIvaIbaI ha[-iba`D DIvaIbaI + ecaelaesa iDilavarI ecaelaesa iDilavarI ecaelaesa iDilavarI ecaelaesa iDilavarI ecaelaesa iDilavarI

ecaelaesa ka [stomaala nayaI ha[-ibàD vaIiDyaao saovaa saMrcanaa va
ibajanaosa maâDla maoM saxama banaata hO AaOr yah pUva- ko po–TIvaI naoTvakao-M ko isaf-
p̀saarNa ³ek trfa´ maoM [MTroi@Tva saovaa kao Saaimala krnao ko ilae SaIGà AaOr
laagat p̀BaavaI ]paya p̀dana krta hO.ha[-ibàD+DIvaIbaI ecaelaesa ko $p maoM
[sa p̀kar bahu naoTvak- saMrcanaa kI ek nayaI nasla pOda hao caukI hO.

BaartIya kobala AâproTraoM ko ilae [saka matlaba hO ecaelaesa ko
saaqa DIvaIbaI–isana saMyaaojana kao p`stut krnaa.

ecaelaesa vaIiDyaao kI iDilavarI ko ilae ba`a^DbaOMD [MTrnaoT saovaa
p`dayakaoM ³Aa[-esapI´ ko saaqa na tao samaJaaOto kI ja$rt hO AaOr na hI
bauinayaadI saovaaAaoM pr ]llaoKnaIya inavaoSa kI.AâproTr DIvaIbaI naoTvak- ko

AaQaar sao laaBa ]za
sakto hOM AaOr [sao
]pBa a o@ta k o
ba`a^DbaOMD ilaMk kI
sahay ata s a o
ecaelaesa vaIiDyaao
kI iDilavarI daonaaoM
naoTvak- pr saovaa ko
s a aq a ha[ - i b a `D

ecaelaesa saoT Ta^p baa^@sa ³esaTIbaI´ maoM baOzk va ivalaya kI sahayata sao
kr sakto hOM jaao Aagao ekIkRt kaya-Ëma naoivagaoSana Wara samaiqa-t haota
hO.kRpyaa [sako ilae ‘ha[-ibàD DIvaIbaI–AaoTITI isawaMt’ ica~ kao doKoM.’

inaiScat $p sao ]pBaao@ta irStaoM maoM tknaIkI va vaaiNaijyak
p`itspQaa- saMbaMQaI daonaaoM fayado kao doKto hue TU vao kobala xamata vaalao
kobala Aa^proTr vaIiDyaao p`saark AaOr Aa[-esapI daonaaoM ko $p maoM kama kr
sakto hOM.

ecaelaesa Kasakr DIvaIbaI AâproTraoM ko ilae AakYa-k hO @yaaoMik
daonaaoM maanakaoM ko ilae ivastRt ivaËota samaqa-na kao doKto hue yah tOnaatI kI
p`iËyaa kao sarla banaata hO AaOr saaqa hI nayao vyaapar maa^Dla ko ivakasa kI
sauivaQaa AaOr rajasva saurxaa maoM BaI baZ,aotrI krta hO.ecaelaesa Wara pUirt
p̀baMiQat DIvaIbaI naoTvak- AaQaar ka ek catur saMyaaojana Wara iDilavar saovaa
k[- mah%vapUNa- AaQaar kao ihT kr sakta hO̧  ijasamaoM Saaimala hO

• Gar ko mau#ya sËIna yaa haoma iqayaoTr AiQaYzapna pr ]cca @vaailaTI
vaalaI TolaIivajana p̀stuitkrNa.

HYBRID DVB-OTT PRINCIPLES
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• New business models that include on-demand
services as well as live DVB+OTT
subscriptions.

• Seamless catch-up TV and time shift services
over unicast connections.

• Unified program guide navigation for
managed and unmanaged network content
feeds.
Hence HLS delivered video is not only an

effective tool for a DVB or IPTV operator to cast a
wider net with its service offerings, beyond the
managed network, but also to bring OTT video
content into the mainstream TV offer for delivery to
hybrid DVB+HLS STBs.

SECURING HYBRID DVB+OTT VIDEO SERVICES
From an OTT content security perspective,

content security requirements are evolving. The
industry is rediscovering all the pay-TV security
issues  and threats  that  drove t radi t ional
conditional access (CA) systems for the past 20
years, as well as the details of how these must be
supported at fine grain level. Amongst these issues
are the needs for device identif ication and
authentication – to securely associate a specific
device with a payment method and the distributed
responsibility for other hardware security support
features in the target devices.

When targeting hybrid network delivery, the
development of a comprehensive content security
strategy is of paramount importance. A real
chal lenge for  operators  is  to  el iminate the
distribution and consumption silos that often
frustrate consumers and nudge them towards
alternative (sometimes i l l ic i t )  sources.  The
operator needs to enable a frictionless user
experience on all devices that it wishes to support.

ENHANCED HLS SECURITY
While the HLS protocol incorporates a

baseline security model for service delivery, it does
not define a complete solution for streaming high-
value protected content. In fact, HLS is the only
HTTP-based protocol that has been designed for
third-party security extensions by not locking it
down to a particular security technology. To that
end,  HLS def ines  a  common scrambl ing
mechanism (AES) such that vendors may build
encoders, scramblers or client device players

• nayaa ibajanaosa maâDla ijasamaoM Aâna iDmaaMD saovaa ko saaqa–saaqa laa[va
DIvaIbaI+AaoTITI sabsaËIPSana Saaimala hO.

• yaUnaIkasT knao@Sana ko }pr isamalaosa kOca–Ap TIvaI AaOr samaya
badlaava saovaa.

• p`baMiQat va Ap`baMiQat naoTvak- kMToMT fID ko ilae ekIkRt
kaya-Ëma gaa[D naoivagaoSana.
[sailae ecaelaesa Wara iDilavar vaIiDyaao p`baMiQat naoTvak- sao pro

ApnaI saovaa p`stuitkrNa ko saaqa ApnaI phuMca kao vyaapk krnao ko ilae
Aa[-pITIvaI yaa DIvaIbaI Aa^proTraoM ko ilae na isaf- p`BaavaI ]pkrNa hO
bailk ha[-iba`D DIvaIbaI +ecaelaesa esaTIbaI kao iDilavarI ko ilae
AaoTITI vaIiDyaao kaMToMT kao mau#yaQaara TIvaI Aa^fr maoM BaI laata hO.
saurixat ha[-iba`D DIvaIbaIsaurixat ha[-iba`D DIvaIbaIsaurixat ha[-iba`D DIvaIbaIsaurixat ha[-iba`D DIvaIbaIsaurixat ha[-iba`D DIvaIbaI+AaoTITI vaIiDyaao saovaaAaoTITI vaIiDyaao saovaaAaoTITI vaIiDyaao saovaaAaoTITI vaIiDyaao saovaaAaoTITI vaIiDyaao saovaa

AaoTITI saamagàI saurxaa ko dRiYTkaoNa sao saamagàI saurxaa AavaSyaktaAaoM
ka ivakasa hao rha hO.yah ]Vaoga ipClao 20 vaYaao-M sao prMpragat kMDISanala
e@saosa ³saIe´ isasTma kao proSaana krnao vaalao Ktro AaOr saBaI po–TIvaI
saurxaa maamalaaoM kao tlaaSa rha hO̧  saaqa hI saaqa fa[na gaòna ko str pr yah
iksa trh sao samaqa-na kro̧  ]saka ivavarNa tOyaar kr rha hO.[na mau_aoM kI
ja$rt ]pkrNaaoM kI phcaana va p`maaNaIkrNa maoM hO ijasasao ik Baugatana
trIko ko saaqa saurixat $p sao ivaiSaYT ]pkrNa AaOr laixt ]pkrNaaoM maoM
Anya haD-vaoyar saurxaa samaqa-na sauivaQaaAaoM ko ilae ivatrNa daiya%va saMbaMiQat
haota hO.

jaba laixt ha[-iba`D naoTvak- iDilavarI krta hO tao ek vyaapk
saamagàI saurxaa rNanaIit ko ivakasa ka sabasao AiQak mah%va hO.AâproTraoM ko
ilae vaastivak caunaaOtI ivatrNa va ]pBaaoga saa[laao kao samaaPt krnaa hO jaao
ik p`aya: ]pBaao@taAaoM kao  inaraSa krto hOM AaOr ]nhoM vaOilpk ³kBaI
kBaI AvaOQa´ sa`aot kI Aaor lao jaato hOM.Aa^proTraoM ko ilae saBaI ]pkrNaaoM
pr p`itraoQaIhIna ]pBaaogakta- AnauBava kao saxama krnao kI ja$rt hO
ijasaka ik vah samaqa-na krnaa caahta hO.
baZ,I ecaelaesa saurxaabaZ,I ecaelaesa saurxaabaZ,I ecaelaesa saurxaabaZ,I ecaelaesa saurxaabaZ,I ecaelaesa saurxaa

halaaMik saovaa iDilavarI ko ilae ecaelaesa p̀aoTaokâla nao baosalaa[na
saurxaa maâDla kao Saaimala ikyaa hO̧  laoikna [sanao sT/IimaMga ]cca maUlya saMrixat
saamaga`I ko ilae ek pUNa- samaaQaana kao pirBaaiYat nahIM ikyaa hO.vastut:
ecaelaesa maa~ ecaTITIpI AaQaairt p`aoTaoka^la hO jaao ik iksaI Kasa
saurxaa tknaIkI ko ilae nahIM bailk tIsaro pxa ko saurxaa ivastar ko ilae
banaayaa gayaa hO.[sa str pr ecaelaesa saamaanya sËOMbailaMga maokOinasma
³e[-esa´ kao pirBaaiYat krta hO ibalkula [sa trh ka ik ivaËota hao
sakta hO ik ibanaa Kud kao laâikMga ikyao [nakaoDsa-̧  sËOMbalasa- yaa ]pBaao@ta
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without locking themselves, or their pay-TV
operator customers, to a specific CA/DRM system.
In a sense, this is similar to the DVB Simulcrypt
approach, which defines a common scrambling
algorithm adopted by the entire DVB ecosystem.

As the leading IPTV content  securi ty
supplier, Verimatrix has applied its extensive
experience in protecting premium TV services
delivered over IP networks. The Verimatrix Video
Content Authority System (VCAS™) includes
enhancements to the baseline HLS protocol,
making it suitable for delivering high-value pay-
TV content in both live and on-demand scenarios.

Ver imatr ix  provides  secure  HLS key
management and other security related features
required in IPTV and DVB pay-TV systems, in
order to protect both content and service revenue.
This  inc ludes  device  authent icat ion and
entitlement management, to assure that client
devices are attached to paying customers. This
ensures that only bona fide subscribers are able

]pkrNa Plaoyasa- ka inamaa-Na kr sakta hO yaa ]nako po–TIvaI Aa^proTr ko
]pBaao@taAaoM kao Kasa saIeÀDIAarema isasTma maoM.[sa maayanao maoM yah
DIvaIbaI isamaulaiËPT trIko kI BaaMit hO jaao ik pUro DIvaIbaI [kaoisasTma
Wara AMgaIkar samaanya sËOMbailaMga elgaaoirqama kao pirBaaiYat krta hO.

Aga`NaI Aa[-pITIvaI saamaga`I saurxaa ivatrk ko $p maoM vaoirmaoT/I@sa
nao Aa[-pI naoTvak- ko }pr p`mauK TIvaI saovaaAaoM kI iDilavarI kI saurxaa maoM
vyaapk AnauBava kao laagaU ikyaa hO.vaoirmaoT/I@sa vaIiDyaao kMToMT Aqaa^irTI
isasTma ³VCAS™´ maoM baosalaa[na ecaelaesa p`aoTaoka^la ka ivastar
Saaimala hO jaao ik laa[va va maaMga haonao kI isqait daonaaoM maoM ]cca maUlya vaalao
po TIvaI saamaga`I kI iDilavarI ko ilae ]pyau@t banaata hO.

saamaga`I va saovaa rajasva daonaaoM kI saurxaa ko Ëma maoM vaoirmaoT/I@sa
Aa[-pITIvaI va DIvaIbaI po–TIvaI isasTma maoM AavaSyak Anya saurxaa saMbaMQaI
ivaSaoYataAaoM AaOr saurixat ecaelaesa mau#ya p`baMQana p`dana krta hO.[samaoM
Saaimala hO ]pkrNa p`maaNaIkrNa AaOr pa~ta p`baMQana¸ ijasasao ik [sa baat
kI sauinaiScatta hao ik ]pBaao@ta ]pkrNa Baugatana krnao vaalao ]pBaao@ta
sao jauD,o hOM.yah sauinaiScat krogaa ik isaf- p`maaiNak ga`ahk hI saurixat

DVB AND OTT MULTI-NETWORK SOLUTION
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to watch protected content. After a specific content
is selected by the consumer, a simultaneous
transaction occurs to obtain the keys required to
decrypt the video. The Verimatrix ViewRight
security kernel inside the receiver requests the key,
obtains it from the VCAS head-end key database
upon positive entit lement verification,  and
unlocks the stream for viewing. The kernel is also
capable of ensuring key aspects of the client
environment are consistent with content licensing
conditions, addressing issues such as output
controls,  content overlays and run-time OS
integrity.

In additional to content being encrypted for
live services, the content also remains protected
when stored on on-demand streaming servers, and
in subscribers’  digital  video recorders.  An
entitlement check is always performed prior to
issuing a key that enables content decryption.

Using a combination of DVB and HLS provides
operators with an ideal environment for deploying
hybrid STBs with a unified security regime. The
resulting hybrid service delivery is fully protected
and operates in a reliable fashion on all hybrid
devices. Please refer to the figure “DVB + OTT Multi-
network Solution.”

HLS is of course well-suited for tablet and
smartphone delivery since a very large base of
such devices already supports HLS, whether
based on iOS or Android operating systems (OS).
For example, protected video stream support for
HLS, which leverages Verimatrix enhanced HLS
security, is found on iOS devices (iPad, iPhone,
iPod Touch) ,  Android OS devices  ( tablets ,
smartphones, and connected TV/STBs), and also
on Windows and Mac OS computing platforms.
So a single streaming format gives the operator
access to the widest possible range of OTT
devices.

NEW ARCHITECTURES, NEW BUSINESS MODELS
While it is important to deploy a streaming

technology that can seamlessly accommodate a
wide range of devices, it is equally critical to
choose one that features robust revenue and
content security. Both are essential for ensuring
that an operators’ service delivery platform
reaches as many device types as its subscribers
could possibly want to use.

saamaga`I kao doKnao maoM saxama haoM.]pBaao@ta Wara iksaI ivaiSaYT saamaga`I ko
caunaava ko baad vaIiDyaao kao iDiËPT krnao ko ilae AavaSyak ‘kI’ kao
p`aPt krnao ko ilae eksaaqa laona–dona haota hO.irsaIvar ko BaItr lagao
vaoirmaoT/I@sa vyaUrapT isa@yauirTI kna-ola ‘kI’ kao AnauraoQa krta hO ijasao ik
vah vaIsaIeesa hoDeMD ‘kI’ DoTabaosa sao sakara%mak pa~ta sa%yaapna ko
ilae paPt krta hO AaOr doKnao ko ilae sT/Ima Analaa^k kr dota hO.
kna-ola saamaga`I laa[saoMsa Satao-M ko saaqa ]pBaao@ta vaatavarNa ko mah%vapUNa-
phlauAaoM kao sauinaiScat krnao maoM saxama haota hO AaOr Aa]TpuT inayaM~Na¸
saamaga`I Aaovarlao AaOr rna Ta[ma Aaoesa AKMDta jaOsao maamalaaoM kao saMbaaoiQat
krta hO.

laa[va saovaaAaoM ko ilae saamaga`I kao einËPToD krnao ko Alaavaa
jaba saamaga`I kao Aa^na iDmaaMD sT/IimaMga saovaaAaoM AaOr sabsaËa[bar iDijaTla
vaIiDyaao irka^D-raoM maoM rKa jaata hO tao yah saurixat rhta hO.‘kI’ kao jaarI
krnao sao phlao pa~ta kI hmaoSaa jaaMca kI jaatI hO jaao ik saamaga`I
iDiËPSana kao saxama banaata hO.

ekIkRt saurxaa yauga ko saaqa ha[-iba`D esaTIbaI kao lagaanao ko ilae
AadSa- vaatavarNa ko saaqa AâproTr¸ DIvaIbaI va ecaelaesa ko saMyaaojana ka
]pyaaoga krta hO.pirNaamasva$p ha[iba`D saovaa iDilavarI pUrI th saurixat
haotI hO AaOr Aa^proTr saBaI ha[iba`D ]pkrNaaoM pr ivaSvanaIya Baraosaa
krta hO.kRpyaa ica~ ‘DIvaIbaI+AaoTITI malTInaoTvak- saa^lyaUSana’ doKoM.

ecaelaesa TObalaoT va smaaT- faona¸ iDilavarI ko ilae BaI baohd
]pyau@t hO @yaaoMik [sa trh ko ]pkrNaaoM kI kafI baD,I saM#yaa phlao hI
ecaelaesa ka samaqa-na kr rha hO jaao ik yaa tao Aa[-Aaoesa pr AaQaairt
hao yaa eMD,aoraD AâproiTMga isasTma ³Aaoesa´ hao.]dahrNa ko ilae ecaelaesa
ko ilae vaIiDyaao sT/Ima samaqa-na¸ jaao ik vaoirmaoiT/@sa kI ivastRt ecaelaesa
saurxaa ka laaBa ]zatI hO̧  Aa[-Aaoesa ]pkrNaaoM ³iPad, iPhone,
iPod Touch´¸ eD/aoraoD Aaoesa ]pkrNaaoM ³TObalaoT\sa¸ smaaT-faona va
knao@ToD TIvaIÀesaTIbaI´ AaOr ivaMDao pr BaI va maOk Aaoesa kMPyaUiTMga
p`dSa-na pr BaI payaa jaata hO.[sa trh isaMgala sT/IimaMga fa^rmaoT Aa^proTraoM
kao AaoTITI ]pkrNaaoM ko saMBaaivat ivastRt EaRMKlaa ka e@saosa p`dana
krta hO.
nayaI saMrcanaa¸ nayaa vyavasaaya maa ^DlanayaI saMrcanaa¸ nayaa vyavasaaya maa ^DlanayaI saMrcanaa¸ nayaa vyavasaaya maa ^DlanayaI saMrcanaa¸ nayaa vyavasaaya maa ^DlanayaI saMrcanaa¸ nayaa vyavasaaya maa ^Dla

halaaMik sT/IimaMga tknaIkI kI tOnaatI krnaa mah%vapUNa- hO jaao ik
]pkrNaaoM kI ivastRt EaRMKlaa kao samaayaaoijat kr saktI hO̧  ]tnaa hI
mah%vapUNa- ek majabaUt rajasva AaOr saamaga`I kI saurxaa sauivaQaaAaoM kao
caunanaa.daonaaoM [sa baat kI sauinaiScatta ko ilae ja$rI hO ik ek
Aa^proTr kI saovaa iDilavarI PlaoTfama- kI phuMca k[- trh ko ]pkrNaaoM
tk hO ijasaka ik [sako ]pBaao@ta saMBavat: [stomaala krnaa caahto hOM.
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Choosing the right streaming and security
combination will enable Indian cable operators to
provide a richer consumer experience with more
personalized choices as regards content, time and
place. Increasing the number of supported device
types helps increase subscriber adoption of new
services. Additionally, the more screens are
supported simultaneously, the more eyeballs are
available for both advertising and transactional
revenue.

MAKING THE MULTI-NETWORK DIGITAL TV
SECURITY CHOICE

For Indian cable operators it is imperative
to choose a security architecture that supports
both the immediate analog-to-digital transition
while also laying a sound foundation for the future
– a future that may include delivery to PCs and
Macs, games consoles, smart phones and tablets
– in addition to DVB-C and hybrid DVB+OTT
STBs.

VCAS 3 HIGH-LEVEL ARCHITECTURE

DIGITAL TRANSITION

sahI sT/IimaMga va saurxaa saMyaaojana ka caunaava BaartIya kobala AâproTraoM
kao saamaga`I¸ samaya va sqaana ko maamalao maoM AiQak vyai@tgat psaMd ko saaqa
samaRw ]pBaao@ta AnauBava p`dana krnao maoM saxama haogaa.samaiqa-t ]pkrNa
p`kar kI baZ,tI saM#yaa ]pBaao@ta Wara nayaI saovaaAaoM ko AMgaIkar maoM
sahayata krogaa.[sako Alaavaa ek saaqa k[- sËIna ka BaI samaqa-na krnao
ko saaqa iva&apnaaoM va vyavahar rajasva daonaaoM ko ilae AiQakaiQak nao~gaaolaak
]plabQa hO.

malTI–naoTvak- iDijaTla TIvaI sa urxaa ivaklp banaanaamalTI–naoTvak- iDijaTla TIvaI sa urxaa ivaklp banaanaamalTI–naoTvak- iDijaTla TIvaI sa urxaa ivaklp banaanaamalTI–naoTvak- iDijaTla TIvaI sa urxaa ivaklp banaanaamalTI–naoTvak- iDijaTla TIvaI sa urxaa ivaklp banaanaa

BaartIya kobala Aa^proTraoM ko ilae yah ja$rI hO ik eosaI saurxaa
saMrcanaa ka caunaava ikyaa jaae jaao ik na isaf- t%kala enaalaa^ga sao
iDijaTla saMËmaNa ka samaqa-na kro bailk BaivaYya ko ilae ek majabaUt
AaQaar BaI rKo.eosaa BaivaYya ijasamaoM Saaimala hao sakta hO pIsaI va maOk kI
iDilavarI¸ gaoma ka^saaolsa¸ smaaT- faona va TOblaoT\sa.[sako Alaavaa DvaIbaI–saI
AaOr ha[-iba`D DIvaIbaI +AaoTITI esaTIbaI maoM BaI.
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laoKk ko ivaYaya mao Mla oKk ko ivaYaya mao Mla oKk ko ivaYaya mao Mla oKk ko ivaYaya mao Mla oKk ko ivaYaya mao M
sTIva iËiScana¸ vaoirmaoT/I@sa ko ]p–p`Qaana hOM.
sTIva iËiScana ko pasa iDijaTla maIiDyaa va [MTrnaoT tknaIkI xao~ maoM

vyaapk AnauBava hO AaOr pUro ivaSva maoM haonao vaalao ]Vaoga AayaaojanaaoM pr maIiDyaa
tknaIkI va vyavasaaya $K pr va@ta BaI hOM.vaoirmaoT/I@sa maoM ]na pr p`aoD@T
rNanaIit¸ maako-iTMga kaya-Ëma va ba`a^nD [i@vaTI ko p`baMQana kI ijammaovaarI hO.
vaoirmaoT/I@sa maoM Saaimala haonao sao phlao EaI iËiScana¸ sT/IimaMga maIiDyaa ivaSaoYa&
naa[na isasTma maoM vaIpI maako-iTMga qao AaOr Apnao Kud ka ‘vacau-Ala vaIpI’
tknaIkI mako-iTMk knasalToMsaI ka BaI saMcaalana krto hue ivaiBanna saa^FTvaoyar¸
vaayarlaosa va [MTrnaoT isa@yauirTI ]pËma ko ivakasa maoM sahayata krto qao.]nakI
pRYzBaUima maoM ivaMD rIvar¸ esaTI maa[Ëao[lao@T/a^ina@sa va roqaa^na maoM ]%pad va saovaa
p`baMQana Saaimala hO.EaI iËiScana ko pasa iba`sTla ivaSvaivaValaya sao BaaOitkI
AaOr yaUko maoM Aaopna ivaSvaivaValaya sao emabaIe maoM p`qama EaoNaI kI iDga`I hO.

Cable operators should look for a CA/DRM
system that unifies revenue security for video
services to hybrid DVB+OTT devices as well as
across mobile networks. Drawing from the
experience already gained by progressive multi-
network operators elsewhere, they can choose proven
encryption, conditional access, digital rights
management and video watermarking techniques
without having to go through an expensive and
frustrating trial-and-error process.

In other words, Indian cable operators can
escape the silo based (single-network) restrictions
while actually enhancing the hybrid network
revenue security and ensuring a frictionless
consumer experience. In fact, a single security
authority can provide new levels of protection
essential to hybrid STB and multi-screen business
models that simply can’t be achieved with legacy
systems.

A single security authority with multi-
layered protect ion is  exempli f ied by the
Verimatrix Video Content Authority System
(VCAS™ 3). Please refer to the figure “VCAS 3
High-level Architecture.” The third-generation
VCAS 3  provides  a  uni f ied mult i -network
platform, protecting multi-screen services to
hybrid STBs, PC/Macs, tablets and smart phones.
Deployed by progressive multi-network operators
in Europe, Middle East and Asia Pacific, it is a
proven way forward as Indian cable TV operators
grapple with the digital transition reality, indeed
the multi-network reality. 
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kobala Aa^proTraoM kao saIeÀDIAarema isasTma ko ilae doKnaa
caaihe jaao ik ha[-iba`D DIvaIbaI AaoTITI ]pkrNaaoM ko saaqa–saaqa maaobaa[la
naoTvakao-M kao vaIiDyaao saovaaAaoM ko ilae rajasva saurxaa kao ekIkRt kro.Anya~
p`gaitSaIla malTI naoTvak- Aa^proTraoM Wara phlao sao p`aPt AnauBava ko
AaQaar pr vao mahMga AaOr inaraSaajanak prIxaNa va ~uiT p`iËyaa kao
Apnaayao ibanaa phlao sao p`maaiNat einËPSana¸ kMiDSanala e@saosa¸ iDijaTla
AiQakar p`baMQana AaOr vaIiDyaao vaa^Trmaaik-Mga tknaIkI ka caunaava kr
sakto hO.

dUsaro SabdaoM maoM BaartIya kobala Aa^proTr ha[iba`D naoTvak-
saurxaa baZ,anao AaOr p`itraoQahIna ]pBaao@ta AnauBava sauinaiScat krnao ko
ilae isalaao AaQaairt ³isaMgala–naoTvak-́  p`itbaMQaaoM sao baca sakto hOM.
vastut: ek ekla saurxaa p`aiQakrNa ha[-iba`D esaTIbaI AaOr malTI
sËIna vyavasaaya maa^DlaaoM ko ilae AavaSyak saurxaa ko nayao str p`dana kr
sakto hOM ijasao ik AasaanaI sao ivarasat p`NaalaI sao haisala nahIM ikyaa jaa
sakta hO.

bahustrIya saurxaa ko saaqa ekla saurxaa p`aiQakrNa vaoirmaoT/I@sa
vaIiDyaao kMToMT Aqaa^irTI isasTma ³VCAS™ 3´ ka ]dahrNa hO.kRpyaa
ica~ ‘vaIsaIeesa 3 ]ccastrIya saMrcanaa’ doKoM.tIsarI pIZ,I ka vaIsaIeesa3
ekIkRt malTI naoTvak- PlaoTfama- p`dana krta hO jaao ik malTI
sËIna saovaaAaoM kao ha[-iba`D esaTIbaI¸ pIsaIÀmaOk¸ TOblaoT AaOr smaaT-
faona kao saurxaa p`dana krta hO.yaUraop¸ maQyapUva- va eiSayaa p`SaaMt maoM
p`gaitSaIla malTI naoTvak- Aa^proTraoM Wara lagaayaa gayaa yah tknaIkI
BaartIya kobala TIvaI Aa^proTraoM ko ilae vaastva maoM malTI naoTvak-
vaastivakta iDijaTla saMËmaNa vaastivakta ko saaqa yah phlao sao isaw
trIka hO. 
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