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THE DIGITAL
HEADEND

Part II
- by Devchand Haria,
(B.E Elect. & Telecom)

In the last issue, we went through the
hardware equipments required to set up the
digital headend system for cable. In this article,
we will explore the other important
components of a digital CATV system, namely :
1. The Conditional Access System  (CAS)
2. The Set Top Box  (STB)
3. The Subscriber Management System (SMS)
4. The Middleware

CONDITIONAL ACCESS SYSTEM
The Conditional Access Systems will give

security to the program allowing only those
subscribers to view the program who have paid for
it or have opted for it.

Conditional Access systems differ from one
another due to the protocols used to manage and
transmit access rights and keys mainly by software
embedded in STB and subscribers smart card.  The
typical hardware required for the CAS includes
scramblers. Various Conditional access (CA)
systems are offered aas integral parts of
scaramblers.

SCRAMBLERS
The scramblers used at a CAS headend are

generally provided by the hardware supplier.
Various conditional access systems are possible.

In a network to have different CA systems as
per the DVB standards, the scrambler may  have
the following options :

SIMULCRYPT : Here the networks can use
different CA system but the same scrambling
algorithms. The transport stream can carry the CA
packets for each CA that can be used to access the
programs.

MULTICRYPT  :  Here the functions required
for different CA  and descrambling will be in a
detachable module in a common interface slot. The
STB will have more than one DVB CI slot to allow
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connection of many CA modules. This becomes
more expensive to implement.

The other equipment to be supplied by the
CA are Encryptors, CA Scramblers, Servers and the
Smart cards.

The information required for descrambling
is transmitted in specific conditional access message
namely The ECM
(Entitlement control
messages) and the
EMM (Entitlement
management messages)

In MPEG2, the
complete process of
understanding the
coding and decoding
the program signals by
Set Top Box requires
the study of the transport stream, the packet
Identification codes ( PID ) and the Program Specific
Information ( PSI ) which are specified by

NIT – Network Information Table
PAT – Program Association Table
CAT – Conditional Access Table
TSDT – Transport Stream Description Table.
A very detailed review of these is beyond the

sciope of this article. For the selection of CAS, the
major issue to look at, is the security aspect. Also if
the system is hacked how fast can the system recover
and remove the hacked boxes is also important.

Other important aspects are the features and
functionality, future upgrades for growth, the
support and maintenance options and last but not
the least the affordability or the cost benefits.

THE SUBSCRIBER MANAGEMENT SYSTEM (SMS)
This forms an important component of a CAS

system. It is the front end software which will accept
all the inputs from operator to switch on or off the
programs for different STBs and accept various
bouquet or CA requests. The SMS will be integrated
with the CA system to pass the request and ask the
CA to do the necessary actions. In addition to this
it has to do the billing part ie. Financial Accounting
and handle payments gateways.

In the digital CAS systems, various bouquets
and special packages will be created to attract
customers.  The SMS has to handle them and create
necessary billing as per the packages.
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Also for SMS, it is very essential to generate
various reports and store  data as per the TRAI
guidelines. The details of  STBs connected in the
system, the pay channels requested by each. STB,
the details of complaints received and attended is
very important.  The front end of SMS has to be
user friendly and easy to use so that normal
operator can work on it ,  while the overall
architecture of SMS should be modular and flexible
to support the future growth plans and options and
the increasing subscriber base.

THE SET TOP BOX (STB )
The STB  forms the largest component both in

terms of quantity and also the total investment in  a
digital headend system. Since STB is going to the
subscriber house, the features like sleek look, ease of
use, good remote control features and fast operation
all will play a major part in its selection. But in
addition to this there are important parameters to look
into the STB  selection namely the

Flash Memory
SDRAM
OTA functions,
EPG / NVOD Supports
Finger printing
Verifier Key
Since the BIS Specs are drafted for the digital

STB, all STBs have to adhere to the BIS specs. Also
the broadcasters have specific requirements on
fingerprinting which have to be followed.

BLOCK DIAGRAM OF A TYPICAL STB
The over all function of the box depends on the

flash memory and SDRAM capacity and the
microprocessor chip used. The cost of the box will also
depend on these parameters. The cable operator will
have to select maybe 3 types of different STBs in their
system depending on the type of subscribers namely
1) Lower level with basic flash memory for

subscribers who only want basic service and
would not go for high end options

2) Higher level with full support of NVOD (Near
Video On Demand) and interactive options and
full middle ware support. These boxes will
form the major quantity deployment

3) STBs with an even higher level features like DVR
(Digital Video recorder) that can record programs.

4) High Definition TV (HDTV) capable STBs.
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EPG
It enables the user to see the program details

of what is going on at a specific time on a specific
day.  The guide often provides program details for
several days in advance – usually for the entire
calendar month.  The subscriber can select what
they prefer to watch and also lock a particular
program at a particular time. At the pre-determined
time, the STB will automatically switch to the pre-
programmed channel.

A typical EPG system will help in automatic
management of producing, editing, scheduling and
broadcasting of the program related information.

The equipment required for the EPG include:
EPG Server
EPG Software
TS Generator and splitter
EPG Edit / Check workstation
Operating system and database software.

MIDDLEWARE
The  software part which will allow

F&HççÇpççÇ
³çn GHçYççíkçwlççDççW kçÀçí çÆkçÀmççÇ Kççmç çÆovç Hçj Kççmç mçcç³ç cçW çÆoKçç³çí pççvçí

Jççuçí kçÀç³ç&¬çÀcç kçÀçÇ pççvçkçÀçjçÇ DççÌj GmçkçíÀ cçálçççÆyçkçÀ oíKçvçí kçÀçÇ mçáçÆJçOçç Òçoçvç kçÀjlçç
nÌ~ ³çn iççF[ Òçç³ç: GHçYççíkçwlççDççW kçÀçí kçÀçHçÀçÇ Hçnuçí uçiçYçiç SkçÀ cçnçÇvçí kçíÀ kçÀç³ç&¬çÀcç
kçÀçÇ çÆJçmlç=lç pççvçkçÀçjçÇ Òçoçvç kçÀjlçç nÌ~ GHçYççíkçwlçç FvçcçW mçí çÆpçvç kçÀç³ç&¬çÀcççW kçÀçí
oíKçvçç ®ççnlçí nQ GvçkçÀç ®çávççJç kçÀj mçkçÀlçç nQ DççÌj çÆkçÀmççÇ Kççmç mçcç³ç Hçj Kççmç
kçÀç³ç&¬çÀcç kçÀçí YççÇ uçç@kçÀ kçÀj mçkçÀlçç nÌ~ pçyç GHçYççíkçwlçç mçáçÆJçOçç kçíÀ cçálçççÆyçkçÀ Gmçí
oíKçvçç ®ççnlçç nÌ lççí SmçìçÇyççÇ Kçáo Jç Kçáo Gmç ®çÌvçuç kçíÀ kçÀç³ç&¬çÀcç kçÀçí mJççÇ®ç Dçç@vç
kçÀj oílçç nÌ~ SkçÀ çÆJççÆMç<ì F&HççÇpççÇ çÆmçmìcç kçÀç³ç&¬çÀcç mçí pçáæ[çÇ mçÓ®çvççDççW kçíÀ
ÒçmlçáçÆlçkçÀjCç, mçbHççovç, ÒçmççjCç mçcç³ç DççÌj ÒçmççjCç kçíÀ mJç®çççÆuçlç ÒçyçbOçvç cçW
mçnç³çlçç kçÀjlçç nÌ~ F&HççÇpççÇ kçíÀ çÆuçS DççJçM³çkçÀ GHçkçÀjCç nÌ:

F&HççÇpççÇ mçJç&j
F&HççÇpççÇ mçç@HçwìJçí³çj
ìçÇSmç pçívçjíìj Jç çÆmHuçìj
F&HççÇpççÇ mçbHççovç/Jçkç&ÀmìíMçvç kçÀçÇ pççb®ç
mçb®ççuçvç çÆmçmìcç Jç [íìçyçímç mçç@HçwìJçí³çj

cççÇçÆ[uçJçí³çj
mçç@HçwìJçí³çj çÆnmmçí, pççí çÆkçÀ çÆJççÆYçvvç Dçç@HçjíìjçW kçÀçí yçákçíÀ, F&HççÇpççÇ DççÌj
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interoperability between different operators to allow
bouquets, EPG and other services is termed as
middleware.  It allows STBs to provide a user friendly
interface, for various applications and selections TV
programs and interactive applications.  The
middleware will provide various add on services
which will help to increase the customer base and also
to increase the revenue from each customer.

The middleware will define the look and feel
of the user interface, the EPG, PPV programmes,
games and other PVR function.  One
of the key features of most
middleware is to make the
applications independent of the
hardware platform on which it is
run assuming it has sufficient
resources.

CONCLUSION
This article was intended to

introduce the reader to the basis
components of a digital Cable TV
system.

Even from this brief article, it is clear that the
cable network needs to carefully consider the features
and costs for each digital headend building block and
integrated to form a well functioning headend.

The cost of digital headend can very
substantially, not only based on the brand of
equipment purchased but on factors such as the
number of digital channels locally encoded.

The decision on the encryption system used
and the purchase of digital STBs are also very
crucial, long term decisions that cannot be altered
once the equipment is purchased and deployed to
some of the customers.

It is therefore hope that this article will help
cable operators make an informed decision on the
purchase of suitable components of a digital
headend. 
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