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As the volume
of set-top boxes
(STBs) shipped
continues to
increase, hacking
STBs remains a
primary activity for
pirates. While the
last 25 years have
shown advances in
content protection
technology, many
consider the
necessary next step
in STB-based pay TV
to be hardware
security cores,
which serve as
vaults inside the STB
chipsets/system-on-chips (SoCs) performing highly
sensitive content protection functions. Concentrating
all security sensitive functions of the STB chipsets
in a hardware security core nucleus makes it very
hard for pirates to accomplish their nefarious
mission. In this article, we will explore the benefits
of a hardware security core solution, and offer
operators guidance on how to incorporate such a
solution into their content protection strategies.

ekIkRt saa^FTvaoyar AaOr
haD-vaoyar isa@yaUirTI:

saoT Ta^p baa^@sa kMToMT maoM
Agalaa carNa AaOr

rajasva saurxaa
laoKk: baona jauna¸ ]p–p`Qaana va saITIAao¸ iËPTaoga`afI
irsaca- [Mk AaOr poT/ ipiTrka¸ saITIAao¸ vaoirmaoT/I@sa

saoT Ta^p baa^@sa ³esaTIbaI´
ko vaa^lyaUma ko Aayaat ko
lagaatar baZ,na o ko saaqa
pa[roT\sa ko ilae p`aqaimak
gaitivaiQa hOk ikyao gayao
esaTIbaI hOM.ek Aaor ipClao
25 vaYa- maoM hmaoM kMToMT p̀aoTo@Sana
tknaIkI maoM p`gait doKnao kao
imalaI hO̧  k[- [sao haD-vaoyar
isa@yaUirTI kaor ko ilae
esaTIbaI AaQaairt po TIvaI maoM
AavaSyak maana rho hOM̧  jaao
ik esaTIbaI icapsaoT\saÀisasTma
Aa^na icaPsa ³esaAaosaI´ ko
BaItr vaa ^lT ko $p ma o M

A%yaiQak saMvaodnaSaIla kMToMT saMrxaNa kaya- ka p`dSa-na krta hO.haD-vaoyar
isa@yaUirTI maoM esaTIbaI icapsaoT ko saBaI saurxaa saMvaodnaSaIla kayaao-M pr Qyaana
koMid`t krto hue kaor naaiBak pa[roT ko ilae ]nako naapak imaSana kao
AMjaama donaa mauiSkla banaa dotI hO.[sa laoK maoM hma haD-vaoyar isa@yaUirTI
kaor samaaQaana ko laaBa ka pta lagaayaoMgao AaOr Aa^proTraoM ko ilae yah
idSaa–inado-Sa doMgao ik ]nako kMToMT p`aoT@Sana rNanaIit maoM [sa ]paya kao kOsao
Saaimala ikyaa jaae.
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EXPLORING THE BENEFITS OF A HARDWARE
SECURITY CORE SOLUTION

As the sophistication of STB chipset technology
has evolved, all major chip manufacturers have
introduced some form of security hardware subsystem
to provide CW encryption and other protection
techniques in the security logic of their products. The
varying levels of sophistication offered, and the
increasing challenge of parallel integration efforts, have
created an opportunity in the industry for a specialized
hardware core that provides a common approach and
state-of-the-art protection across device families.

The hardware security core approach brings
significant security and architectural advantages.

A hardware security core that includes strong
countermeasures against glitching, SPA, DPA, and
other invasive and non-invasive attacks, can help
achieve a hardware security level on the STB chipset
that improves on today’s most advanced smart card
chips. As a part of advancing the overall industry
approach, focusing hardening effort on the STB
chipset rather than a separate security module
removes the obvious physical and electrical attack
points inherent in removable hardware and the buses
that interface this hardware to the STB itself.

With careful design of the STB security software
in conjunction with the hardware security cores, the
content decryption keys (CWs) and other critical
security data do not pass through external card
interfaces or through easily probed register interfaces.
Instead, the CWs are passed directly inside the chipset
to the descramblers. With security processing tightly
integrated with the video decryption and decoding
processes, the resulting security against CW sharing
and related attacks is greatly improved compared with
traditional approaches.

Furthermore, by providing key management
protection integrated with the hardware security core,
it becomes very hard for pirates to follow or modify the
device security processing. In an increasingly hybrid
network environment where entitlement decisions can
be migrated to secure head-end environments, the
hardware security core provides a strong environment
in which to process device and message authentication,
including challenge-response functions to help
improve the integrity of runtime tamper resistance.

Two additional advantages are achieved by
the separation of the hardware security core from
the rest of the STB environment:

haD-va oyar sa urxaa kaor samaaQaana ko laaBaa o M kI tlaaSahaD-va oyar sa urxaa kaor samaaQaana ko laaBaa o M kI tlaaSahaD-va oyar sa urxaa kaor samaaQaana ko laaBaa o M kI tlaaSahaD-va oyar sa urxaa kaor samaaQaana ko laaBaa o M kI tlaaSahaD-va oyar sa urxaa kaor samaaQaana ko laaBaa o M kI tlaaSa
esaTIbaI icapsaoT tknaIkI ko pirYkrNa ka ivakasa huAa tao

saBaI p`mauK icap ]%padkaoM nao iksaI BaI $p maoM Apnao ]%padaoM ko isa@yaUirTI
laa^ijak maoM saIDblaU einËPSana AaOr Anya saurxaa tknaIkI p`dana krnao ko
ilae isa@yaUirTI haD-vaoyar saba isasTma p`stut ikyaa.pirYkar poSakSa ko
Alaga str AaOr samaanaMtr ekIkrNa p`yaasaaoM kI baZ,tI caunaaOityaaM ivaiSaYT
haD-vaoyar kaor ko ilae ]Vaoga maoM AvasaraoM ka inamaa-Na ikyaa jaao ik samast
pirvaar ]pkrNa kao A%yaiQak saurxaa AaOr ek Aama dRiYTkaoNa p`dana
krto hOM.

haD-vaoyar saurxaa kaor dRiYTkaoNa ]llaoKnaIya saurxaa AaOr
Aaik-To@car fayada laata hO.

haD-vaoyar isa@yaUirTI kaor ijasamaoM ik glaIicaMga¸ esapIe¸ DIpIe
AaOr Anya AaËmak va gaOr–AaËmak ATOk ko iva$w majabaUt ka]MTr
]paya Saaimala hOM̧  esaTIbaI icapsaoT pr haD-vaoyar saurxaa str kao p`aPt
krnao maoM sahayata kr sakta hO jaao ik Aaja ko AiQakaMSa smaaT- kaD-
icap maoM sauQaar krogaa.samaga` ]Vaoga dRiYTkaoNa kao Aagao baZ,anao ko Baaga ko
$p maoM esaTIbaI icapsaoT sa#t p`yaasaaoM pr koMid`t haogaa na ik Alaga
isa@yaUirTI maa^D\yaUla spYT fIijakla AaOr [lao@T/Ikla eTOk Pvaa[MT kao
hTata hO jaao ik irmaUvala haD-vaooyar AaOr basaaoM maoM Saaimala haota hO jaao ik
[sa haD-vaoyar kao Kud esaTIbaI maoM [MTrfosa krogaa.

haD-vaoyar isa@yaUirTI kaor ko saaqa sahyaaoga maoM esaTIbaI isa@yaUirTI
saa^FTvaoyar ko saavaQaanaIpUva-k iDjaa[na ko saaqa kMToMT iD–iËPSana kI
³saIDblaÚ  AaOr Anya jaiTla isa@yaUirTI DoTa [sa baahrI kaD- [MTrfosa yaa
AasaanaI sao rijasTr [MTrfosa ko jaaMca ko maaQyama sao pasa nahIM haogaI.[sako
sqaana pr saIDblaU saIQao icapsaoT ko BaItr pasa haokr iDsËOMbala haogaa.vaIiDyaao
iDiËPSana AaOr iD–kaoiDMga p`aosaosa ko saaqa majabaUtI sao ekIkRt isa@yaUirTI
p`aosaoisaMga ko saaqa saIDblaU SaoyairMga ko iva$w saurxaa pirNaama AaOr saMbaMiQat
ATOk¸ parMpirk trIkaoM ko saaqa tulanaa maoM kafI sauQaar krta hO.

[sako Alaavaa haD-vaoyar saurxaa kaor ko saaqa ekIkRt p`mauK
maOnajamaoMT saurxaa p`dana krko yah pa[roT ko ilae kafI mauiSkla haota hO
ik vao ]pkrNa saurxaa p`aosaoisaMga maoM sauQaar kroM yaa palana kroM.ek baZ,to
hue ha[-iba`D naoTvak- vaatavarNa maoM jahaM ik eMTa[iTla inaNa-ya kao saurixat
ha[- eMD vaatavarNa maoM maa[-gaòT ikyaa jaa sakta hO̧  haD-vaoyar isa@yaUirTI
kaor ek majabaUt vaatavarNa p`dana krta hO jahaM ik iDvaa[sa AaOr saMdoSa
p`maaNaIkrNa kao p`aosaosa krta hO ijasamaoM ik caunaaOtI p`itiËyaa fM@sana
Saaimala haota hO ijasasao ik rnaTa[ma TOMpr p`itraoQa kI AKMDta kao baohtr
banaanao maoM sahayata hao.

SaoYa esaTIbaI vaatavarNa sao haD-vaoyar isa@yaUirTI kaor ko pRqa@krNa
Wara dao Aitir@t laaBa p`aPt ikyaa jaa sakta hO:
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(1) Less scope for malicious or compromised
software/firmware in the STB to be able to
interfere with content protection, and

(2) Any update to the STB software or firmware
would not require the STB maker, operator, etc.
to re-certify the overall STB security.
The former improves security and allows for

open platforms such as Android and third-party
apps, while the latter saves time and effort thus
improving time to market.

Moreover, in a world where operators attempt
to differentiate their services by offering compelling
content, including high-value titles in HD quality and
increasingly in early release windows, having
inadequate STB security results in higher content
acquisition costs, lost revenue and/or less compelling
content.

HARDWARE SECURITY CORES REQUIRE
INTEGRATED SOFTWARE

While a hardware security core provides the
silicon-level capabilities to enable effective security,
it needs to be combined with software capabilities to
provide an end-to-end system of highly resistant key
management. A hardware security core is therefore
an essential element of a conditional (CA) solution,
not a replacement for one.

One particularly compelling approach is
cardless CA systems for broadcast networks – an
approach that is increasingly a standard

Figure 2: Hardware security core in the STB chipset.

³1´ esaTIbaI maoM duBaa-vanaapUNa- yaa kMp`aomaa[jD saa^FTvaoyarÀfma-vaoyar ko
kMToMT p`aoTo@Sana ko saaqa hstxaop kI kma saMBaavanaa hO̧  AaOr

³2´ esaTIbaI saâFTvaoyar yaa fma-vaooyar maoM iksaI ApDoT ko ilae esaTIbaI
maokr¸ Aa^proTraoM Aaid kao Apnao pUro esaTIbaI saurxaa kao ifr sao
saiT-fa[- kranao kI ja$rt nahIM haogaI.
phlaa jahaM saurxaa maoM sauQaar krta hO AaOr enD/ayaD va qaD- paTI- eOp

jaOsao Aaopna PlaoTfama- ko ilae Anaumait dota hO jabaik dUsara vaalaa samaya va
p̀yaasa kao bacaata hO ijasasao maako-T ko ilae samaya maoM sauQaar ikyaa jaae.

[sako Alaavaa ek ivaSva maoM jahaM ik Aa^proTr baaQyakarI kMToMT
Aa^fr krko ApnaI saovaa kao Alaga krnao ka p`yaasa krta hO̧  ijasamaoM
Saaimala hO ecaDI @vaailaTI maoM ha[- vaOlyaU Ta[iTla AaOr iflma kao phlao
irilaja krnaa¸ yaid esaTIbaI saurxaa Apyaa-Pt haogaI tao AiQaga`hNa maUlya
AiQak haogaa¸ rajasva nauksaana yaa ifr ]tnao baaQyakarI kaya-Ëma nahIM
haonao ko $p maoM hao sakta hO.
haD-va oyar isa@ya UirTI kaor ko ilae ekIkRt saa ^FTva oyar kIhaD-va oyar isa@ya UirTI kaor ko ilae ekIkRt saa ^FTva oyar kIhaD-va oyar isa@ya UirTI kaor ko ilae ekIkRt saa ^FTva oyar kIhaD-va oyar isa@ya UirTI kaor ko ilae ekIkRt saa ^FTva oyar kIhaD-va oyar isa@ya UirTI kaor ko ilae ekIkRt saa ^FTva oyar kI
ja$rtja$rtja$rtja$rtja$rt

ekAaor haD-vaoyar isa@yaUirTI kaor p`BaavaI saurxaa kao saxama banaanao
ko ilae isailaka^na laovala xamataAaoM kao p`dana krta hO̧  [sao saa^FTvaoyar
xamataAaoM ko saaqa ekIkRt krnao kI ja$rt hO ijasasao ik ]cca p`itraoQaI
kI maOnaojamaoMT ko eMD TU eMD isasTma kao p`dana ikyaa jaae.[sailae ek
haD-vaoyar isa@yaUirTI kaor kMiDSanala ³saIe´ saâlyaUSana ka AavaSyak t%va
hO̧  ijasako ilae irPlaosamaoMT nahIM.

p`saarNa naoTvak- ko ilae ek ivaSaoYa $p sao baaQyakarI trIka
kaD-laosa saIe dRiYTkaoNa hO–ek eosaa trIka jaao ik lagaatar sTOMDD-
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requirement. The attractive approach here is to
maximize the utilization of hardware within the STB
chipset by the security/CA subsystem. This potent
combination delivers the cost-effectiveness and
flexibility of software combined with the highest
levels of security offered by hardware.

Additionally, in IP video delivery networks,
where STB clients have long been based on cardless
architectures, utilization of a hardware security core
in the STB chipset can address concerns regarding
potential CW sharing and cloning attacks.  In such
architectures the security software is responsible for
requesting keys, receiving and storing incoming
messages, synchronizing descrambling, and
managing the user interface, but removed from direct
handling of the video decryption keys themselves or
the decrypted media stream.

CARDLESS SECURITY SCENARIOS
Example 1: Software-based security for one-way
networks – Using a pure software CA for one-way
broadcast operation is intriguing. Compared with
external devices like smart cards, software is cost
efficient to deploy in the field and to update over time.

However, the logic of pay-TV content security
is well known to pirates and this makes the control
paths somewhat vulnerable to analysis and potential
alteration. Certainly, if  software runs in an
unprotected STB host environment, skilled hackers
can figure out how to short-circuit the access
entitlement logic and/or extract CWs.

By integrating the security implementation
with the support of a hardware security core, the
potential for hackers to use emulators and rogue
devices to manipulate the content access decision
and extract CWs is greatly reduced.  Hardware
security cores can therefore play a significant role in
enabling the use of cardless CA for mainstream one-
way broadcast operation.

Example 2: Hybrid broadcast – broadband support –
Flexible hardware security cores will support the
different scrambling and rights processing schemes
used for DVB broadcasting, IPTV live-TV streaming
and on-demand delivery. The same core can then be
used to harden both the broadcast CA and the on-
demand and streaming digital rights management
(DRM) system clients of hybrid STBs and home-
gateways providing a very compact solution
supporting picture-in-picture, recording one

ja$rt banatI jaa rhI hO.yahaM pr AakYa-k trIka hO isa@yaUirTIÀsaIe
sabaisasTma kI sahayata sao esaTIbaI icapsaoT ko BaItr haD-vaoyar ko [stomaala
kao AiQaktma krnaa.yah Sai@tSaalaI saMyaaojana haD-vaoyar Wara Aa^fr
ikyao gayao saurxaa ko ]ccatma str ko saaqa laagat p`BaavaSaIlata AaOr
saa^FTvaoyar ko lacaIlaI saMyaaoga kao iDilavar krogaa.

Aa[-pI vaIiDyaao iDilavarI naoTvak- maoM [sako Alaavaa¸ jahaM ik
esaTIbaI ga`ahk kafI laMbao samaya sao kaD-laosa Aaik-To@car¸ esaTIbaI
icapsaoT maoM haD-vaoyar isa@yaUirTI kaor ka [stomaala saMBaaivat saIDblaU SaoyairMga
AaOr @laaoinaMga eTOk sao saMbaiQat icaMta kao saMbaaoiQat krta hO.[sa trh kI
saMrcanaa maoM isa@yaUirTI saa^FTvaor ir@vaoisTMga kI¸ Aanao vaalao saMdoSa kao irsaIva
va sTaor krnaa¸ isaMËaonaa[ijaMga iDsËOMbailaMga AaOr yaUjar [MTrfosa ko doKroK
ko ilae ijammaovaarI haotI hO̧  laoikna vaIiDyaao iD–iËPSana Kud yaa iD–
iËPToD maIiDyaa sT/Ima ko saIQao hOMDilaMga sao hTa dota hO.
kaD-laosa isa@yaUirTI pirdRSyakaD-laosa isa@yaUirTI pirdRSyakaD-laosa isa@yaUirTI pirdRSyakaD-laosa isa@yaUirTI pirdRSyakaD-laosa isa@yaUirTI pirdRSya
]dahrNa 1: vana va o na oTvak- ko ilae saa ^FTva oyar AaQaairt]dahrNa 1: vana va o na oTvak- ko ilae saa ^FTva oyar AaQaairt]dahrNa 1: vana va o na oTvak- ko ilae saa ^FTva oyar AaQaairt]dahrNa 1: vana va o na oTvak- ko ilae saa ^FTva oyar AaQaairt]dahrNa 1: vana va o na oTvak- ko ilae saa ^FTva oyar AaQaairt
isa@yaUirTIisa@yaUirTIisa@yaUirTIisa@yaUirTIisa@yaUirTI–vana vao ba`a^DkasT Aa^proSana ko ilae Pyaaor saa^FTvaoyar ka
[stomaala krnaa lauBaavanaa hO̧  jaba hma [sakI tulanaa smaaT- kaD-̧  jaOsao
baahrI ]pkrNaaoM ko saaqa krto hOM tao saa^FTvaoyar kao iflD maoM lagaanaa
ikfayatI hO AaOr samaya ko saaqa ApDoT haota rhta hO.

halaaMik po TIvaI kMToMT isa#yaUirTI kI laâijak pa[roT\sa ko ilae
jaanaI maanaI hO AaOr yah ivaSlaoYaNa va saMBaaivat pirvat-na ko kMT/aolapqa kao
kuC hd tk kmajaaor banaa dotI hO.inaiScat $p sao yaid saâFTvaoyar kao
iksaI Asaurixat esaTIbaI haosT vaatavarNa maoM saMcaailat ikyaa jaae tao
p̀iSaixat hOkr [sa baat ka pta lagaa sakto hOM ik e@saosa [naTa[TolamaoMT
laâijak AaOrÀyaa e@sT/o@T saIDblaU kao iksa trh SaT- saik-T ikyaa jaae.

haD-vaoyar isa@yaUirTI kaor ko samaqa-na ko saaqa isa@yauirTI p̀stuitkrNa
kao ekIkRt krko hOkraoM ko ilae emaulaoTr AaOr rogue devices ko
[stomaala kI saMBaavanaa kMToMT e@saosa inaNa-ya maoM horaforI kr sakta hO AaOr
inakalaa saIDblaU kafI GaT jaata hO.[sailae haD-vaoyar isa@yaUirTI kaor
vana vao ba`a^DkasT Aa^proSana kao barkrar rKnao ko ilae kaD-laosa saIe ko
[stomaala maoM saxama banaanao maoM Ahma BaUimaka inaBaata hO.
]dahrNa 2:ha[ - iba `D ba ` a ^DkasT–ba ` a ^Dba O MD samaqa - n a–]dahrNa 2:ha[ - iba `D ba ` a ^DkasT–ba ` a ^Dba O MD samaqa - n a–]dahrNa 2:ha[ - iba `D ba ` a ^DkasT–ba ` a ^Dba O MD samaqa - n a–]dahrNa 2:ha[ - iba `D ba ` a ^DkasT–ba ` a ^Dba O MD samaqa - n a–]dahrNa 2:ha[ - iba `D ba ` a ^DkasT–ba ` a ^Dba O MD samaqa - n a–DIvaIbaI
ba`a^DkaisTMga¸ Aa[-pITIvaI laa[va–TIvaI sT/IimaMga AaOr Aa^na iDmaaMD
iDilavarI ko ilae [stomaala iBanna sËOMbailaMga AaOr sahI p`aosaoisaMga
yaaojanaa Flaoi@sabala haD-vaoyar isa@yaUirTI kaor ka samaqa-na krta hO.
[saI kaor ka ifr [stomaala ba`a^DkasT saIe AaOr Aa^na iDmaaMD va
sT/IimaMga iDijaTla ra[T\sa maOnaojamaoMT ³DIAarema´ AaOr haoma gaoTvao
daonaaoM maoM krto hue kafI ka^mpO@T ]paya sapao-iTMga ip@car–[na–ip@car¸
ek kaya-Ëma kI irka^iDMga krta hO jabaik Anya va Anya k[-
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Device authentication performed in
conjunction with head-end servers, including HW
supported challenge/response mechanisms
becomes significantly stronger when performed in
conjunction with a hardware security core.

Example 4: Parallel CA “double-hull” security –
Combining hardware security core mechanisms with
security techniques from other technology
environments can achieve a strong composite ‘seat belt
+ airbag’ effect. If the card, security app or hardware
security core is penetrated, hackers would still need to
break the other protection(s) to compromise overall
security.

Figure 3: Example of hybrid broadband and IP delivery using a unified security platform

programme while viewing another and multi-room
even if the content is received from different networks.

Example 3: Two-way pay-TV networks – When
distributing pay-TV content via two-way networks, the
STBs authenticate themselves to a head-end CA/DRM
server.  The server becomes the point of decision making
for individual STB and content entitlements, and
provides the information necessary for accessing the
content after entitlement verification.

While two-way communication offers more
control options than one-way distribution –
including positive acknowledgement of updates and
integrity checks – it does not completely eliminate
the threat of CW sharing attacks and potential client
emulation. If pirates are able to hack a STB/device
using a sophisticated form of logic attack (for
example DPA), or otherwise appear as authentic for
the CA/DRM server, they might obtain access to the
compressed digital content as well as CW
information that can be used for CW sharing.

kMT/aola$ma doKta hO baavajaUd [sako ik kMToMT iBanna naoTvak- sao irsaIva
hao rha hO.
]dahrNa 3:TU vao po TIvaI naoTvak-–]dahrNa 3:TU vao po TIvaI naoTvak-–]dahrNa 3:TU vao po TIvaI naoTvak-–]dahrNa 3:TU vao po TIvaI naoTvak-–]dahrNa 3:TU vao po TIvaI naoTvak-–jaba hma TU vao naoTvak- kI
sahayata sao po TIvaI kMToMT ka ivatrNa krto hOM tao esaTIbaI Kud kao
saIeÀDIAarema sava-r hoDeMD kao p`maaNaIkRt krta hO.sava-r vyai@tgat
esaTIbaI AaOr kMToMT hkaoM ko ilae inaNa-ya laonao vaalaa ibaMdu banata hO AaOr
p`maaNaIkRt kI jaaMca ko baad kMToMT kao e@saosa krnao ko ilae AavaSyak
saUcanaa p`dana krta hO.

halaaMik TU vao saMcaar¸ vana vao ivatrNa ko maukabalao AiQak inayaM~Na
Aâfr krta hO–[samaoM ApDoT kI sakara%mak AiBasvaIkRit AaOr AKMDta
kI jaaMca Saaimala rhtI hO–yah pUrI trh saIDblaU SaoyairMga eTOk AaOr
saMBaaivat @laa[MT AnaukrNa kao pUrI trh samaaPt nahIM krta hO.yaid
pa[roT laa^ijak eTOk ³]dahrNa ko ilae DIpIe´ ko pirYkRt fama- yaa
saIÀDIAarema sava-r ko ilae Anyaqaa p`maaNaIkRt ka [stomaala krko
esaTIbaIÀ]pkrNa kao hOk krnao maoM saxama hao jaato hOM tao vao saMBavat:
kMp̀osD iDijaTla kMToMT ko saaqa–saaqa saIDblaU saUcanaaAaoM kao BaI e@saosa kr
sakto hOM ijasaka [stomaala saIDblaU SaoyairMga ko ilae ikyaa jaata hO.

]pkrNa p`maaNaIkrNa ka p`dSa-na hoDeMD sava-r ko saaqa imalakr
ikyaa jaata hO ijasamaoM Saaimala ecaDblaU samaiqa-t caunaaOtIÀp`itiËyaa tM~
kafI majabaUt hao jaatI hOM jaba [saka p`dSa-na haD-vaoyar isa@yaUirTI kaor ko
saaqa imalakr ikyaa jaata hO.

]dahrNa 4:samaanaaMtr saIe ‘Dbala–ptvaar’ saurxaa]dahrNa 4:samaanaaMtr saIe ‘Dbala–ptvaar’ saurxaa]dahrNa 4:samaanaaMtr saIe ‘Dbala–ptvaar’ saurxaa]dahrNa 4:samaanaaMtr saIe ‘Dbala–ptvaar’ saurxaa]dahrNa 4:samaanaaMtr saIe ‘Dbala–ptvaar’ saurxaa– Anya tknaIkI
vaatavarNa sao isa@yaUirTI tknaIkI ko saaqa haD-vaoyar saurxaa kaor tM~ ko maola
kao ‘saIT baolT + eyarbaOga p`Baava kao ek majabaUt imaEaNa sao p`aPt ikyaa
jaa sakta hO.yaid kaD-̧  isa@yaUirTI eOp yaa haD-vaoyar isa@yaUirTI kaor kao
Baoda jaata hO tao hOkr kao ABaI BaI saMpUNa- saurxaa ko saaqa samaJaaOto ko ilae
Anya saurxaa kao taoD,nao kI ja$rt hO.
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Note that such double configuration is different
from Simulcrypt.  Normal Simulcrypt assumes the
receiver device to have a single security module that
processes a single CA/DRM only, while parallel CA
configuration assumes the receiver device to have
several security modules configured in a way that
forces pirates to break them all to exploit the system.

Example 5:  Cloud based OTT content distribution
service – A cloud-based content distributor’s
security app can be installed on operator client
devices that have hardware security cores inside.
The OTT content can then be encrypted in a way
that requires both the security app and the hardware
security core to provide separate CWs for content
decryption.

Such a scheme provides the cloud operator
complete end-to-end protection of the content as well
as control over the number of devices receiving the
content, while the local operator maintains the role
as the primary TV provider to the subscribers.

EVOLVING STB CONTENT PROTECTION
REQUIREMENTS

Hardware security cores in STB chipsets
represent the next step in STB content protection.

Their first and foremost contribution is
significant increase of robustness where it is now
needed: inside the STB chipsets. Leaving minimal room
for piracy benefit all stakeholders along the value chain.

Additional advantages include offering
operators flexibility to optimize content presentation
and monetization via advanced system software, cost
efficiency as no external smart cards or CAMs are
required, reduced risk of premature STB replacements
due to piracy, and increased likelihood of obtaining
content within early release windows at favorable
terms.

STB and chipset makers also benefit from less
content protection-related constraints, which means
more freedom for innovation.

And finally, CA/DRM system vendors are able
to offer a larger security repertoire including improved
security against control word sharing, ‘double hull’
security shell, etc. to gain and retain operator
customers.  These improved system products offer
operators more features in STBs and support hybrid
delivery, OTT delivery, cloud delivery and multi-
screen/TV Everywhere — serving as the foundation of
STB content and revenue protection. 

naaoT kroM ik [sa trh ka daohra ka^naifgauroSana isamaUlaiËPT sao
iBanna hO.saamaanya isamaUlaiËPT ek saamaanya saurxaa maâD\yaUla ko ilae irsaIvar
]pkrNa maanata hO jaao ik isaMgala saIeÀDIAarema kao hI p`aosaosa krta hO̧
jabaik samaanaaMtr saIe kâifgauroSana maanata hO ik irsaIvar ]pkrNaaoM maoM k[-
isa@yaUirTI maa^DyaUla lagaa huAa hO jaao ik pa[roT kao isasTma ka SaaoYaNa
krnao ko ilae saBaI kao baòk krnao kao baaQya krta hO.
]dahrNa 5:]dahrNa 5:]dahrNa 5:]dahrNa 5:]dahrNa 5: ek @laa]D AaQaairt kMToMT iDsT/IbyaUTr ko isa@yaUirTI
eOp kao Aa^proTr @laa[MT ]pkrNaaoM pr [MsTa^la ikyaa jaa sakta hO ijasamaoM
ik haD-vaoyar isa@yaUirTI AMdr haota hO.[sako baad AaoTITI kMToMT [sa
trIko sao einËPToD ikyaa jaata hO ijasako kMToMT iDiËPSana ko ilae Alaga
saIDblaU p`dana krnao ko ilae isa@yaUirTI eOp va haD-vaoyar isa@yaUirTI kaor
daonaaoM kI ja$rt haotI hO.

[sa trh kI skIma Aa^proTraoM kao kMToMT irsaIva krnao vaalao k[-
]pkrNaaoM ko }pr inayaM~Na ko saaqa saaqa kMToMT ko pUNa- eMD TU eMD saurxaa
p`dana krta hO̧  jabaik sqaanaIya Aa^proTr ]pBaao@taAaoM kao p`aqaimak
TIvaI p`dayak kI BaUimaka kao barkrar rKto hOM.

ivakisat esaTIbaI kMTo MT saurxaa ja$rtivakisat esaTIbaI kMTo MT saurxaa ja$rtivakisat esaTIbaI kMTo MT saurxaa ja$rtivakisat esaTIbaI kMTo MT saurxaa ja$rtivakisat esaTIbaI kMTo MT saurxaa ja$rt
esaTIbaI icapsaoT maoM haD-vaoyar isa@yaUirTI kaor esaTIbaI kMToMT

saurxaa maoM Agalaa kdma hO.phlaa AaOr sabasao mah%vapUNa- yaaogadana majabaUtI maoM
]llaoKnaIya baZ,aotrI hO jahaM ik [sao Aba esaTIbaI icapsaoT ko BaItr haonao
kI ja$rt hO.ijasasao pa[rosaI kI saMBaavanaa ek Aaor bahut kma rh jaatI
hO vahIM vaOlyaU caona sao jauD,o saBaI ihtQaarkaoM ko ilae laaBadayak haota hO.

Aitir@t laaBa maoM pirYkRt isasTma saa^FTvaoyar kI sahayata sao
kMToMT p̀stuitkrNa AaOr maud̀IkrNa AnaukUlana kI laaocaSaIlata AâproTr kao
Aa^fr krta hO̧  yah ikfayatI hO @yaaoMik iksaI baahrI smaaT- kaD- yaa
saIeema kI ja$rt nahIM haotI¸ pa[rosaI ko calato samaya sao phlao esaTIbaI
irPlaosamaoMT ko Ktro kao GaTata hO AaOr AnaukUla Satao-M pr AlaI- irlaIja
ivaMDao ko BaItr kMToMT p`aPt krnao kI saMBaavanaa kao baZ,ata hO.

esaTIbaI AaOr icapsaoT inamaa-ta BaI kMToMT saMrxaNa sao saMbaMiQat kma
baaQaaAaoM sao laaBaainvat haoMgao̧  [saka matlaba hO Kaoja ko ilae AiQak
svatM~ta.

AaOr AMt maoM saIÀDIAarema isasTma ivaËota ek baD,I saurxaa
p`dSa-naaoM kI saUcaI kI poSakSa krnao maoM saxama haoMgao̧  ijasamaoM Saaimala hO kMT/aola
vaD- SaoyairMga ko iKlaaf baohtr saurxaa¸ ‘daohro ptvaar’ saurxaa kvaca Aaid
Aa^proTr ]pBaao@taAaoM kao haisala AaOr banaayao rKta hO.yao pirYkRt
isasTma p`aoD@T¸ esaTIbaI maoM AaOr ivaSaoYataAaoM kao Aa^fr krto hOM AaOr
ha[-iba`D iDilavarI¸ AaoTITI iDilavarI¸ @laa]D iDilavarI AaOr malTI
sËInaÀTIvaI saBaI jagah Aa^fr krto hue esaTIbaI kMToMT AaOr rajasva
saurxaa ko naIMva ko $p maoM saovaa doto hOM. 
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